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Vulnerabilities in Authorization
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No randomness of resource ID
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A Running Example

GET /api/v1//users/21690/notifications?in_app_token=e67315b35aa3
8d4ac8cac3cd9c7f88ae7f576d373f HTTP/1.1
Host: api.w****.com
Connection: close

HTTP/1.1 200 OK
Cache-Control: max-age=0, private, must-revalidate
Content-Type: application/json
ETag: W/"5319d96924bb6d0a761b5f13b248919c"
Server: nginx/1.6.2
X-Request-Id: 5775d45e-cc3b-4665-8bc6-c2c7a2c9180d
X-Runtime: 0.027840
Content-Length: 191
Connection: Close

[{"id":433222,"sender":null,"dog":null,"notification_type":15,"n
otification_text":"Welcome to w****.","object_id":21690,"is_seen
":true,"is_read":true,"created_at":"2017-01-28T23:54:59.831Z"}]

Alice’s first request and response message after login
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A Running Example

GET /api/v1//users/21691/notifications?in_app_token=fb153b7d8c0a
0c6ac841d7bfbd9446de627c642858 HTTP/1.1
Host: api.w****.com
Connection: close

HTTP/1.1 200 OK
Cache-Control: max-age=0, private, must-revalidate
Content-Type: application/json
ETag: W/"6ee365b32e7f3e145d5c74778ea243cd"
Server: nginx/1.6.2
X-Request-Id: 4970cafb-9438-4a70-96e0-ca2f789f0d5d
X-Runtime: 0.022889
Content-Length: 192
Connection: Close

[{"id":433227,"sender":null,"dog":null,"notification_type":15,"n
otification_text":"Welcome to w****.","object_id":21691,"is_seen
":true,"is_read":false,"created_at":"2017-01-28T23:56:40.533Z"}]

Bob’s first request and response message after login
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A Running Example

Alice’s first request message after login

GET /api/v1//users/21691/notifications?in_app_token=fb153b7d8c0a
0c6ac841d7bfbd9446de627c642858 HTTP/1.1
Host: api.w****.com
Connection: close

GET /api/v1//users/21690/notifications?in_app_token=e67315b35aa3
8d4ac8cac3cd9c7f88ae7f576d373f HTTP/1.1
Host: api.w****.com
Connection: close

Bob’s first request message after login
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Challenge: Obtain the post-authentication messages

Alice’s first request message after login

GET /api/v1//users/21691/notifications?in_app_token=fb153b7d8c0a
0c6ac841d7bfbd9446de627c642858 HTTP/1.1
Host: api.w****.com
Connection: close

GET /api/v1//users/21690/notifications?in_app_token=e67315b35aa3
8d4ac8cac3cd9c7f88ae7f576d373f HTTP/1.1
Host: api.w****.com
Connection: close

Bob’s first request message after login

Insights
Executing the app with single-sign-on.
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Challenge: Identify the vulnerability
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Problem Statement & Assumption

Problem Statement
Given a mobile app
Automatically identify whether its server is vulnerable to
access control violation

Assumptions
HTTP/HTTPS protocol
Facebook login
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8d4ac8cac3cd9c7f88ae7f576d373f HTTP/1.1
Host: api.w****.com
Connection: close
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Response Message Labeling Cont

<id, 433222>
<sender, null>
<dog, null>

<notification_type, 15>
<notification_text, 
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<object_id, 21690>
<is_seen, true>
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Experiment Setup

Dataset Collection
Top 10% free mobile apps from Google Play, totally
200,000 apps
Filtered out the app that does not have Facebook libraries,
remaining 33,950 apps
Filtered out the app that has no Facebook login button or
invoking code, finally we have 4,838 apps

Testing Environment

LG Nexus 4 with Android 4.4
Ubuntu 14.04 on Intel i7-6700k CPU with 8G memory
Two Facebook accounts:Alice: alice4testapp@gmail.com
& Bob: bob4testapp@gmail.com
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Overall Experiment Result
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Total # Apps 4,838



Introduction Overview Detailed Design Evaluation Related Work Conclusion References

Overall Experiment Result

Item Value

Total # Apps 4,838

Total Time of testing (hours) 562.4



Introduction Overview Detailed Design Evaluation Related Work Conclusion References

Overall Experiment Result

Item Value

Total # Apps 4,838

Total Time of testing (hours) 562.4

Total # Request Messages 3,220,886



Introduction Overview Detailed Design Evaluation Related Work Conclusion References

Overall Experiment Result

Item Value

Total # Apps 4,838

Total Time of testing (hours) 562.4

Total # Request Messages 3,220,886

Total # Suspicious Interfaces 2,976



Introduction Overview Detailed Design Evaluation Related Work Conclusion References

Overall Experiment Result

Item Value

Total # Apps 4,838

Total Time of testing (hours) 562.4

Total # Request Messages 3,220,886

Total # Suspicious Interfaces 2,976

Total # Public Interfaces 2,379



Introduction Overview Detailed Design Evaluation Related Work Conclusion References

Overall Experiment Result

Item Value

Total # Apps 4,838

Total Time of testing (hours) 562.4

Total # Request Messages 3,220,886

Total # Suspicious Interfaces 2,976

Total # Public Interfaces 2,379

Total # Vulnerable Interfaces 597
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Distribution of the Vulnerable Interfaces
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Detailed Results for Top Tested App in Each Category
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Impact

Up to 61 MILLION mobile users
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Case Study-App K

00 {
01  "pk_i_id": "163126",
02  "dt_reg_date": "2017-04-30 23:21:59",
03  "dt_mod_date": "2017-04-30 23:36:58",
04  "s_name": "Bob Ccs",
05  "s_username": "163126",
06  "s_password": "7c4a8d09ca3762af61e59520943dc26494f8941b",
07  "s_secret": "6stgMaAb",
08  "s_email": "bob4testapp@gmail.com",
09  "s_website": "bob.ccs\/index.html",
10  "s_phone_mobile": "4695855213",
11  "s_pass_ip": null,
12  "fk_c_country_code": null,
13  "s_country": "Tanzania",
14  "s_address": "15246 Sni Rd. APT 252 Tanzania",
15  "fk_i_region_id": "17",
16  "s_region": "Mara",
17  "d_coord_lat": null,
18  "d_coord_long": null,
19  "b_company": "0",
20  "i_items": "1",
21  "i_comments": "0",
22  "dt_access_date": "2017-04-30 23:46:05",
23  "s_access_ip": "",
24  "b_prefer_phone": "1",
25  "s_dialing_code": "+255",
26  "fk_i_category_id": "22",
27  "s_facebook_page": "http:\/\/",
28  ...
29 }
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Case Study-App K

User Privacy

Real Name

Phone Number

Home Address

Geo Location
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23  "s_access_ip": "",
24  "b_prefer_phone": "1",
25  "s_dialing_code": "+255",
26  "fk_i_category_id": "22",
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Case Study-App I

00 {
01  ...
02  "response":{
03   "user":{
04    "idnum":false,
05    "name":"Bob",
06    "lastname":"Ccs",
07    "birthday":"1990-04-26",
08    "gender":"M",
09    "email":"bob4testapp@gmail.com",
10    "type":"EMAIL",
11    "firstlogin":"1",
12    "country":{
13     "id":"10",
14     "name":"United States",
15     ...
16    },
17    "post_on_activities":"disabled",
18    "bananas_count":0,
19    "id":"673491",
20    "fbid_number":"106611716575863",
21    "current_latitude":”30.9863214",
22    "current_longitude":”-86.7501116",
23    "bananas_history":"https:\/\/profile.i******.com\/bananas\
/store\/673491\/?accesstoken=debda35ccd92f4b8e2e06f0bff3b6e49279
a557d&latitude=30.9863214&longitude=-86.7501116&lang=",
24    ...
25   }
26  }
27 }
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Case Study-App I
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Geo Location
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Case Study-App I

User Privacy

Account
Balance
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Limitation and Future work

Limitations
Only Facebook Login
Only authrization vulnerabilities that leads to information
leakage and account hijacking
Only Android Platform and HTTP/HTTPS protocol

Future Work
Addressing the first two limitations
Extend to other platforms and protocols
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Related Work

Vulnerability Discovery in Online Service. SQL
injection [HVO06], cross-site-scripting [VNJ+07],
cross-site-forgery [BJM08], broken authentication [DKZ09],
application logic vulnerabilities
[WCWQ11, PB14, WZC+13, XCWC13]
Access Control in Online Service. security with
single-sign on [WCW12, ZE14], oauth [SB12, CPC+14],
authentication vulnerability scanning [BLM+13], password
brute-force attacks with online services [ZWWL16]
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Related Work

Dynamic Analysis of Mobile Apps. Monkey [mon17],
Robotium [Rob], AppsPlayground [RCE13],
DynoDroid [MTN13], symbolic execution
[ANHY12, MMP+12, WL16, ZL17]
Protocol Reverse Engineering. Analyzing network
messages [Bed17, MLK+06, CKW07, CFL+17], and
instructions traces
[CS07, WMKK08, LJXZ08, LZ08, CPC+08, MWKK09] to
discover protocol formats. Inspired by the protocol
informatics project [Bed17], and uses a customized
Needleman-Wunsch algorithm [NW70] to align and diff the
protocol messages and infer only the fields of our interest.
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Conclusion

AUTHSCOPE

Automatically identify whether an app’s server is vulnerable
to access control violation
597 vulnerable implementations in 306 mobile apps over
4,838 apps
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