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Abstract

Protecting sensitive information in data-driven collaborations,
such as AI training, while meeting the diverse requirements of
multiple mutually distrusted stakeholders, is both crucial and
challenging. This paper presents Styx, a novel framework to
address this challenge by integrating sticky policies with Trusted
Execution Environments (TEEs). At a high level, Styx employs
a hardware-TEE-protected middleware with a programming
language runtime to form a sandboxed environment for both the
data processing and policy enforcement. We carefully designed
a data processing workflow and pipelines to enable a strong yet
flexible data-specific policy enforcement throughout the entire data
lifecycle and data derivation to achieve data-in-use protection, data
lifecycle protection and dynamic collaboration. We implemented
Styx and demonstrated its ability to make collaborative computing,
such as joint AI training, more secure, privacy-preserving, and
policy-compliant. Our evaluation shows the performance overheads
imposed by Styx are reasonable on single-node computation with
the capability to scale to a large distributed multi-node deployment.
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1 Introduction

We study the problem of protecting sensitive data used in
collaboration among multiple stakeholders, where no single party
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is universally trusted. In this setting, while stakeholders are per-
forming the data processing in a collaborative fashion, stakeholders
are mutually distrusted and may have different yet specific policies
on how their sensitive data can be used, what can be included in
the output as well as how the output needs to be protected. This
requires strong enforcement of data policies from every stakeholder
throughout the entire processing as well as guarantees on those
generated data. Three critical requirements emerge in such sce-
narios: First, data-in-use protection must be achieved to ensure the
computation itself does not violate the policies even if the computa-
tion is carried out by a party that is not universally trusted. Second,
data lifecycle protection is needed to ensure that any output must be
allowed by the stakeholders’ policies and is protected with proper
output policies. Third, dynamic collaboration must be supported
to enable joint processing, ownership and policy decisions.

Sticky policies were introduced nearly two decades ago to sup-
port the denotation of the diverse policies of different stakeholders
on different data by attaching data-specific policies to the data
itself [39, 50]. While sticky policies help forming a scheme to
denote the data-specific policies, existing works focus on building
access control with sticky policies [48, 57, 60, 63], meaning that
enforcement schemes must be redesigned to achieve the three
requirements we want to achieve.

At a glance, confidential computing seems to offer a promising
approach to achieve data-in-use protection. It isolates sensitive
data in a Trusted Execution Environment (TEE) during pro-
cessing [27, 53, 61, 66] and has been widely adopted in cloud
services, such as AWS [1], Google Cloud Platform [29], and
Microsoft Azure [69]. However, currently TEEs are primarily
designed for outsourcing settings, where a single entity owns,
processes, and stores the data. While TEEs offer remote attestation
mechanisms to ensure the integrity of the applications even to
multiple stakeholders, the attestation only conveys a hash and
each stakeholder needs to verify the application before trusting the
hash, which is particularly impractical in our setting where data
can be processed by an untrusted third party using proprietary
code. This means that TEEs fall short in providing data-in-use
protection when the processing is done by other entities, not to
mention data lifecycle protection in dynamic collaborations.

To address these limitations, we propose Styx, a middleware
framework that combines the data-specific policies offered by
sticky policies with the strong enforcement of TEEs, and extends
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with runtime sandboxing to achieve secure collaborative sensitive
data processing among multiple stakeholders. However, designing
such a secure framework presents several challenges raised by the
three critical requirements we discussed. One primary challenge
is ensuring data-in-use protection, as traditional encryption and
access control methods are inadequate once data is being actively
processed. Another significant challenge is to maintain data
lifecycle protection, which requires policies to be enforced on the
output side as well to specify not just what can be included in the
output, but also what policies should be attached to the output
just like the input data themselves. Besides, achieving dynamic
collaboration involves consolidating different data policies from
the input stakeholders and demands joint control and policies on
the output. In Styx, we employed a runtime sandboxing design
to ensure that the I/O of the data processing program is under full
control of the middleware framework, denying any unauthorized
leakage and ensuring the data-in-use protection. We also designed
a workflow with dual pipelines on the input as well as the output
side to maintain the data lifecycle protection. The pipelines are
made to take data from different stakeholders with respect to each
data’s policy on both the input and the output for the dynamic
collaboration. We use the same runtime to allow pluggable policy
engines to support fully customizable policies.

We have implemented Styx into an architecture-independent
framework and built a fully functional demo prototype upon it
to demonstrate the feasibility and usability of this approach. The
framework detached the protocol and framework from specific
architectures, enabling data processing on heterogeneous process-
ing nodes, which aligns with our vision for Styx in a distributed
setting. The prototype of Styx is based on Intel SGX [83] as the
TEE and WebAssembly (WASM) [7] as the runtime. We were able
to successfully port real-world applications, such as libonnx, an
ONNX engine, into the system. We also evaluated Styx using a
motivating example involving multiple hospitals collaboratively
training a cancer classification model. Our evaluation results
showed that Styx imposed comparable overheads on data access
to conventional encrypted protocols such as HTTPS, while the
runtime sandboxing design’s extra overheads were also minimal
compared to standard runtime performance.
Contributions. We make the following contributions.
• Sticky Policy and TEE Integration (§3):We present our novel
approach Styx that combines the flexibility of sticky policy with
the strong execution guarantee of TEE. We extended the integra-
tion to achieve data-in-use protection, data lifecycle protection
and dynamic collaboration using our carefully designed input
output pipelines, runtime sandboxing, pluggable policy engine
support, addressing the challenge of enforcing sticky policies for
both usage and data derivation in collaborative environments.

• Styx Framework and Prototype (§4): We implemented Styx
into an architecture-independent framework that contains the
protocol and extendable interfaces. We built a fully functional
prototype on Intel SGX with WASM, demonstrating the
feasibility and practicality of Styx.

• Application (§5) and Evaluation (§6): We applied Styx to
our motivating example to showcase a real-world application
usage on how Styx can protect the sensitive data from multiple

stakeholders. We evaluated on both real-world applications
and synthetic workloads as well as large-scale simulation and
demonstrated a reasonable overhead.

2 Existing Approaches

2.1 Cryptographic Approaches

Various cryptographic approaches have been developed to offer
data-in-use protection. Secure Multiparty Computation (SMC)
techniques enable multiple stakeholders to jointly perform a com-
putation while ensuring that each party only sees their designated
output. The theoretical foundations for SMC were established in
the 1980s and 1990s, with the garbled circuits approach for the
two-party case [78, 79] and the secret-sharing based approach for
the multi-party case [22, 28]. These methods involve converting
functions into boolean or arithmetic circuits then jointly evaluating
them through a protocol. Recent research focused on improving the
efficiency of these approaches [9, 18, 34, 46, 49, 75]. However, the
performance overhead remains prohibitive for complex functions.
Additionally, these methods offer limited protection for derived
data. While they support different parties receiving different
outputs, once an output is provided, other parties lose control over
it even if their data was involved. Besides, requiring outputs to be
encrypted using threshold cryptography significantly increases
circuit size and overhead.

Homomorphic encryption [11, 21, 24, 25, 71] allows computa-
tions performed directly on ciphertext without revealing plaintext.
Only the party with the private key can decrypt the result. This is
beneficial for single-entity scenarios where data storage and com-
putation are outsourced to the cloud. However, it does not support
multiple stakeholders each providing inputs and jointly controlling
outputs. Furthermore, homomorphic encryption remains prohibi-
tively expensive for complex computations.

2.2 Access Control Approaches

Another approach to protect data-in-use involves access control.
Sandhu et al. [77] introduced the concept of usage control, which
considers complex access requirements during data use and obliga-
tions after data usage. Languages for usage control were developed
in a series of papers [58, 59, 81], and enforcement of such poli-
cies was explored by augmenting SELinux MAC mechanisms [82].
Byzantine-tolerant can also be employed [26, 62].

Researchers also explored protecting data during computation
and transmission. The notion of sticky policies was introduced al-
most two decades ago [39, 50] to help enterprises fulfill privacy
policy commitments to end users. Sticky policies remain attached
to data even as it moves across systems or networks. Recent sur-
veys [48, 60] provide an overview of sticky policies. Similar ideas
have also been introduced under distributed usage control [63] and
Policy-Carrying Data (PCD) [57]. The enforcement of sticky policy
is difficult. Some researchers explored enforcing sticky policies us-
ing encryption techniques such as Identity-Based Encryption [10],
Attribute-Based Encryption [8, 30], and Proxy Re-encryption [31].
However, these techniques do not adequately support dynamic
collaboration and derived data protection.
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Figure 1: A motivating scenario that hospitals jointly train a

cancer classification model, fine-tune the model, and query

the model.

2.3 TEE Approaches

Trusted Execution Environments (TEEs) [17, 23, 51, 72] help
protect data-in-use by creating secure, isolated environments
that operate separately from the main operating system [6]. This
isolation prevents unauthorized access or interference by other
processes, ensuring data protection during the execution. Memory
of TEEs is generally encrypted to maintain confidentiality, even
if an attacker gains access to the system’s physical memory [41].

Decisions about whether a program in the TEE can be trusted
are done via remote attestations to verify the program’s integrity
and hardware genuineness, which offers no guarantees on
the program’s behavior, particularly on the input and output.
Furthermore, TEEs face constraints due to limited input and output
channels, posing challenges for collaborative computation. The
software inside the TEEs is trusted universally after attestation,
meaning that under a collaborative setting, one must fully trust
the program to faithfully obey the policies blindly if the program
cannot be formally verified or put under public inspection.

Contemporary commercial cloud services incorporate confiden-
tial computing features using hardware-based security technologies,
including enclaves and secure virtual machines. Examples include
Amazon AWS Nitro Enclaves [3] integrated with AWS Key Manage-
ment Service [2], and Google Cloud Platform’s confidential shielded
VMs [16] and Key Management Service [15]. Hardware examples
include Intel SGX [83] and AMD SEV [4]. These approaches sup-
port use cases where a single entity outsources computation to the
cloud, instead of a collaborative computation design.

3 Architecture Design

3.1 Motivating Scenario

We first describe a scenario in which many organizations have sen-
sitive data and would benefit from collaborating with each other to
motivate our design requirements and design choices. For concrete-
ness, we consider a medical use case in which multiple hospitals
have collected diagnostic data from their patients and plan to jointly
train a cancer classification model using machine learning (ML), as
illustrated in Figure 1. To meet the regulation requirements and to
protect patients’ privacy, the diagnostic data must not be shared
with each other. Note that information leakage can occur in several

ways. First, information can potentially be leaked during training
to the party controlling the software/hardware systems that run the
training process. Second, information can be leaked through the
model parameters, as information about the training data may be re-
vealed through them. Third, information can be leaked through un-
limited querying a model trained using the private diagnostic data
and obtaining the result. This last form of leakage may be unavoid-
able and therefore needs to be controlled rather than eliminated.

We assume that hospitals have two types of diagnostic data,
depending on their sensitivity and the regulations governing them.
They are willing to contribute one type of data (type-1 data in
Figure 1) for the joint training of the ML model in a way that their
data is not revealed, and the trained model parameters are not
revealed directly to other hospitals. They also have another type
of diagnostic data (type-2 data) that is more sensitive than type-1.
They do not want type-2 diagnostic data to be used in training
any model that other hospitals can query. However, they want to
use type-2 diagnostic data to fine-tune the jointly-trained model to
obtain a model that only themselves can use.

In this setting, there is a jointly-trained base model. Some
hospitals may not have any type-1 diagnostic data for training the
base model, but are willing to pay money to either directly query
the base model, or to fine-tune it using their type-2 diagnostic data.
Some hospitals may have neither type-1 nor type-2 data and are
willing to pay to query either the base model or some hospital’s
refined model. Furthermore, when a hospital queries an ML model,
the hospital may require that the instances in the queries are not
revealed to any other parties.

This example illustrates the three requirements we described:
Data-in-Use Protection. We need to ensure that data used in
computation are not revealed. No one learns type-1 diagnostic
data when training the base model. No hospital learns the base
model parameters while fine-tuning the model with its own type-2
diagnostic data. A hospital submitting an instance to query a model
does not learn anything other than the model prediction on the
instance, and no other party learns anything about the instance.
Data Lifecycle Protection.We note that new data are being de-
rived from computations involving protected data, and the derived
data needs to be protected as well. For example, the base model
is derived from type-1 diagnostic data, and fine-tuned models are
derived from the base model and type-2 diagnostic data. The base
model needs to be protected in a way that no hospitals can simply
copy the model and use it in any way they want. Similar controls
need to be applied to the fine-tuned model. The hospitals need to
have confidence in these protections before the training can take
place. However, it is challenging to support this.
Dynamic Collaboration. The hospitals have policies determining
under what conditions their data can be provided to train the ML
model, and how the ML models can be used in the future. For exam-
ple, hospitals may not be providing equal amounts of training data
and want their shared rights to control the model to be determined
by the amount of data. Some hospitals may want to ensure that their
share of data is sufficiently high so that they are able to exercise
some higher level of control in the trained model. Some hospitals
may want to ensure that their data do not constitute more than a
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certain percentage of the total training data. We need mechanisms
to combine such constraints to determine whether the joint compu-
tation can be carried out. Furthermore, not all usages for the derived
data (ML models) may be known or can be determined at the time
of training, and mechanisms are needed to update the policies later.
For example, initially the models may be only used by hospitals
providing training data, and later it may be decided that the model
can be sold for revenue with some revenue sharing scheme.

3.2 Design Considerations

We propose the following high-level design to support the key
requirements of data-in-use protection, data-life-cycle protection,
and dynamic collaboration. Specifically, our observation is that
data’s lifecycle follows a producer-consumer pattern. A program
that generates protected data is called a data producer. A program
that reads and uses protected data is called a data consumer.
Some programs can be both a data producer and a data consumer.
Contents of protected data, attributes about the data, and policies
governing how the data can be used are encrypted and packaged
together. We call such data Policy-Attached Data (Pad).

However, ensuring the enforcement of the policy is not trivial.
Sometimes a consumer’s owner even has the motivation to peek at
the data. There are three primary approaches to achieve this:
Black-BoxApproach. Ablack-box approach requires the program
to be verified and agreed by the stakeholders. The policy specifies
which programs are allowed to access the protected data via hashes
or certifications. The policy treats the program as a black-box and
specifies nothing about the internal properties. This approach has
the drawbacks of: (1) Has Limited support for dynamic collaboration
since all stakeholders have to agree on the exact program; (2) Relies
on program perfection for any protection to work; (3) Is impractical
for complicated, diverse and proprietary consumer programs.
White-Box Approach. A white-box approach uses the policies
to determine what computation actions can be performed on
protected data. The consumer program is no longer a general
purpose program but works like a script to operate those allowed
actions on the data. Such approach may be suitable for simple
applications with limited routines, e.g., when training ML models
using standard techniques. However, for general-purpose apps, the
routines can be difficult to specify. Meanwhile, verification of these
trusted actions can also be heavy when the actions are complicated
or massive. Besides, this approach requires extra yet hard-coded
design to ensure the output is properly protected.
Gray-Box Approach (Sandboxing). This approach is a middle
ground between the black-box approach and the white-box ap-
proach. The policy specifies constraints on the inputs and outputs
of programs that can access protected data. To guarantee the en-
forcement of the policies, a specialmiddleware running inside a TEE
is employed. The middleware sandboxes the programs that use pro-
tected data, and controls all the I/O of the program. Before granting
the program access, the middleware can verify that the policies of
all provided input data are satisfied. When the program generates
outputs, the middleware ensures that correct policies are attached
to the output against the input’s policy. We choose to adopt this

gray-box approach, as we believe it offers the best trade-off in terms
of feasibility, flexibility, and trust in the data-access programs.

3.3 Threat and Adversary Model

The “gray-box” approach allows us to define a very strong security
model to protect the Pads. At high level, our threat model follows
the same as common TEEs but with one significant difference: We
consider data consumers to be untrusted. That is, other than those
outside of the TEEs may want to steal the contents of Pads, the
consumer program that processes the data may also want to leak the
data or violate the policies attached to the data. We now discuss our
threat model in details from external threats and internal threats.
External Threats. External threats refers to any adversaries out-
side the TEEs. They may get a Pad in the encrypted form but should
not be allowed to read any portion of the data or the policy in the
Pad in plaintext. We assume that TEEs are able to protect the code
and data from external tampering to defend against these threats.
Internal Threats. Contrary to conventional TEE threat models
which uniformly trust everything inside the TEE, our threat model
divides the software inside the TEE into two domains: the untrusted
consumer program domain and the trusted infrastructure domain.
The consumer program is considered as untrusted which can be
buggy or evenmalicious. However, the infrastructure domainwhere
the middleware, runtimes and libraries lie is trusted. The infras-
tructure code should provide a sandboxed environment to host the
consumer program domain. While the consumer program is free
to perform any computation inside the sandboxed domain, its I/O
is completely controlled by the infrastructure. Whenever the con-
sumer program would like to read in or write out any sensitive data,
it must go through policy checks to ensure that such I/O is allowed.

Our rationale is that unless being verified by a trusted third party
or being open sourced for the community to inspect, a program
cannot be considered as fully and universally trusted. Given that it is
not practical to verify every version of every consumer program line
by line and many consumer programs are proprietary, a consumer
program naturally falls out of the trusted boundary.
Out-of-Scope Threats. Following common TEE threat models,
this work does not address attacks against the TEE hardware
stack (e.g., side-channel attacks [67] and speculative-execution at-
tacks [42]), or malicious consumers leaking data content via covert
channels (e.g., leaking data by encoding the data with CPU load).

3.4 Roles in Computation

In addition to data producer and consumer as discussed, we have
also introduced two roles called data custodian and key delegator to
address the data ownership and cryptographic requirements. We
now discuss the details of these roles:
Data Custodian. A data custodian owns certain nodes in the
system (e.g., producers and/or consumers). It represents the data
owner(s), instructs the producer on specific policies to be attached
to the data and provisions encryption keys. One does not have to
expect the data custodian to always be online.
Key Delegator. A key delegator is a service that stores encryption
keys for data custodians and provisions these keys to validated
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⟨policy-attached-data⟩ ::= ⟨metadata⟩ ⟨encrypted-payload⟩
⟨metadata⟩ ::= ⟨data-id⟩ ⟨key-delegator-uri⟩

⟨plaintext-payload⟩ ::= ⟨raw-data⟩ ⟨policy⟩+ ⟨data-attribute⟩+
⟨data-attribute⟩ ::= ⟨attribute-name⟩ ⟨data-type-ref⟩ ⟨attribute-value⟩

⟨policy⟩ ::= ⟨policy-lang-id⟩ ⟨input-constraints⟩ ⟨program-constraints⟩ ⟨output-constraints⟩

Figure 2: A BNF specification for Pad. ⟨encrypted-payload⟩ is obtained from aes-encrypt
datakey

(⟨plaintext-payload⟩).

producers and consumers. The only reason to have it is to help
distribute the keys when the data custodian is not online and can
be combined into the custodian as well. It is protected within a TEE
and can be attested by the data custodian before being provisioned
with the key. It will attest a target TEE before provisioning the
encryption key to that TEE. Multiple instances can be launched
and regular load balancing can be used for scalability.
Data Producer. A data producer is a TEE-protected program that
generates and packs the raw data into Pad. It is provisioned with
policies and encryption keys directly from the data custodian.
Data Consumer. A data consumer is a program that reads and
operates on Pad. It is not allowed to access the data until the policy
is checked and met. Even when it is granted with the access to
the data under the policy, it must not leak any portion of the data
directly. Its output should also comply with the original policy’s
restriction on the computation outputs.

3.5 The Elements of Policy-Attached Data

A BNF specification of policy-attached data (Pad) in Figure 2 to de-
fine how a Pad should be packed. To achieve the strong enforcement
of the policy for a Pad, the Pad can only be accessed inside a TEE
by a consumer after the policy is met. This requires most of the pay-
load to be encrypted, leaving only minimal information in plaintext
to help the TEE retrieve the key to decrypt the actual payload.
Metadata. The ⟨metadata⟩ is the only plaintext portion, providing
information for retrieving the decryption key for a Pad.

Each Pad has exactly one data custodian who possesses the key
used to encrypt the payload in Pad. The key is provisioned to the
key delegator described in § 3.4 whose URI ⟨key-delegator-uri⟩ is
included in the ⟨metadata⟩. Depending on the custodian’s choice,
the key can be data specific, and therefore a ⟨data-id⟩ is also
included. When a consumer attempts to access the Pad, the trusted
middleware can use these information to fetch the key from the
key delegator after a successful attestation.
Payload. The ⟨plaintext-payload⟩ is a sequence of three elements:
the raw data, one or more policies and the data’s attributes.
Intuitively, each policy specifies that the Pad can be read by a
consumer program that complies with the policy written in the
policy language of the given ⟨policy-lang-id⟩, and used as the
input identified by ⟨input-constraints⟩, provided that the program
satisfies the ⟨program-constraints⟩. The output of the consumer
can be restricted with the ⟨output-constraints⟩, which can specify
what is allowed in the output as well as what policy or ownership
should be attached to the output. The ⟨data-attribute⟩ element
is used to store information specific about the data that is used
during the policy evaluation (e.g., time of creation, data count).

The payload is encrypted with an optional Cryptographic Mes-
sage Authentic Code (CMAC) for integrity check before being ap-
pended to the metadata to form a Pad.
Policy Language. Each policy is written in a specific policy lan-
guage, referred with the ⟨policy-lang-id⟩. The policy is to be in-
terpreted by a policy engine implemented as a trusted pluggable
module containing no data and can be made open for inspection.
The engine makes Boolean decisions based on the input, the con-
sumer program and the output against the policy. We discuss more
about the policy engine in § 3.6.

3.6 Workflow and Components of Styx

The workflow and architecture of Styx must enforce the policy
even if a consumer program is not trusted and can be compromised.
We designed a complete workflow and interaction between the
roles and components and illustrated them in Figure 3.
Preparation. First, the data custodian needs to specify the key
delegator, the policies attached to the data, and data attributes used
in policy verification before the data is created to the data producer.
For some cases, the producer’s infrastructure is also owned by the
data custodian, and such an agreement can be hard-coded in the
producer, e.g., an IoT device serves as a producer and the device
owner is also the data custodian. If the producer’s infrastructure is
not directly owned by the data custodian, a secure communication
is required before data is created.
Data Creation in the Producer. The producer first generates the
raw data or obtains the raw data from trusted channels of the data
custodian. After extracting data attributes needed by the policy, it
then builds and encrypts the payload with a randomly generated
symmetric data encryption key inside the TEE. This data encryption
key is sent back to the data custodian who will provision it to the
key delegator. The generated Pad can now be sent to the outside.
Data Computation in the Consumer. The critical protection
needed in our design happens in the consumer that uses the data
and derives new data based on the input. To solve the challenge that
the consumer program is not considered as trusted, we propose to
use runtime sandboxing technique to achieve a full control over the
consumer program’s I/O, forcing any I/O to go through our designed
pipelines that enforce policy checks. This means that the TEE envi-
ronment will run a consumer middleware, in which the consumer
program is executed inside a language runtime. This middleware
contains no proprietary logic and can be open for inspection for
trust. There are four major components of the middleware:
• Runtime. The runtime serves as the sandboxed environment for
the consumer. Technically, any runtime that requires I/O to be
handled by the runtime can be used (e.g., Python, WebAssembly).
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The consumer program is then written or compiled into the
language or bytecode of the runtime for execution.

• Styx Framework. We designed our I/O pipelines and other
supporting infrastructures into an architectural-independent
framework library. The framework offers APIs to adapt to differ-
ent runtimes, cryptographic algorithms as well as TEE interfaces.

• Dataset. Input Pads must form a dataset before a policy check.
This is because policies can have inter-data dependencies such
as percentage limit of one entity’s data in the entire dataset.

• Policy Engine Support. As described in § 3.5, the policy engine
is a trusted pluggable module that can support sophisticated
policy languages to restrict the input, program and output.
Essentially, this policy engine should be able to perform complex
logics but eventually needs to make a Boolean (“yes or no”)
decision before the raw data from the Pads being made accessible
to the consumer as well as before derived data packed in Pads
being allowed for output. To achieve this, we uses the same
runtime infrastructure to allow policy engines be written in the
same fashion as the consumer program. For a policy engine, it
has to implement 2 policy check calls for the input and output
pipelines. The input call will be called by the middleware before
the consumer program tries to access the data. It takes the Pads
in the dataset and the program as the input and returns a Boolean
value for if the consumer program is allowed to access the data
based on the ⟨input-constraints⟩ and ⟨program-constraints⟩ in
the policies of these Pads. The output call will be called by the

middleware when the consumer program requests an output.
It takes the derived raw data, attributes and policy as well as the
policies from the Pads in the dataset then returns a Boolean value
for if the consumer program is allowed to output the derived
data based on the ⟨output-constraints⟩. The corresponding
pipeline will then allow or deny the input/output based on the
returned Boolean status from the policy check call of the policy
engine. An example policy engine design will be presented in § 5.
With this middleware, the burden of trust is now onto the middle-

ware instead the consumer program. When the consumer program
would like to read certain data, it must first gather all the Pads it
needs to access and form the dataset. The dataset infrastructure
will perform the decryption by contacting the key delegators of
the Pads. Key delegators will perform a remote attestation to the
middleware using hardware TEE’s remote attestation mechanism
to ensure that the middleware is genuine, and then provision the
keys to the dataset infrastructure. After decrypting the Pads, the
dataset infrastructure will run a policy check across all Pads us-
ing the policy engine. It will only provide raw data access to the
consumer program if the policy check is passed on every Pad.

For data derivation, since policies may have output constraints,
whenever the consumer program attempts to output any derived
data, it must go through the output pipeline as illustrated in Fig-
ure 4. Any other output interfaces are disabled. The consumer
program needs to act like a data producer to generate proposed
data attributes and derived policy including custodian info for joint
ownership. The data, attributes and policy will go through the pol-
icy engine to for compliance check against the input Pads’ policies.
Only if the output data, attributes and policy passes the check be-
fore they can be packed into a new Pad. Just like a producer, the
new key will be sent to the new Pad’s custodian and then the key
delegators for further distribution.

4 Implementation

In this section, we provide details of our prototype implementation
of Styx. We implemented a fully-functional system based on Intel
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Figure 5: The format of Pad in our implementation. The left

side shows the view of a Pad before decryption.

SGX [83] and WebAssembly [7] to demonstrate the feasibility and
usability of our design. We have also successfully ported real-world
applications into the system, including libonnx, an ONNX engine.
The implementation consists of 13470 lines of code. Note that while
we chose WebAssembly and SGX for this demo, the runtimes and
TEEs are not limited to them and and can be swapped with other
alternatives based on the need of the application. The source code
of Styx is available at https://github.com/OSUSecLab/styx.

We follow our design philosophy that the data protocol and
framework should be detached from a specific architecture so the
data can be processed on heterogeneous processing nodes. Then
on top of this, we build the demo system.

4.1 Pad Format

The Pad format essentially forms the data protocol that must be
both architecture independent and secure. We followed the BNF
presented in Figure 2 for the layout but added and specified a few
fields in details. For all IDs used in Pads, we chose UUID to ensure
that the ID is universally unique.We also added a “Crypto Info” field
to represent the cryptographic algorithm used. This is to enable
heterogeneous computation, particularly for smaller IoT devices
with limited choices. To ensure both confidentiality and integrity, a
cryptographic algorithm with CMAC can be used (e.g., AES-GCM).

4.2 Framework

We implemented our protocol into a framework library with
configurable modules based on the role of the target program so
that every role can use the same framework code base. There are
6 modules in the framework: Data Packer, Dataset Management,
Data Unpacker, Cryptographic Interface, Secret Management, Policy
Engine Support, TEE Support, Runtime Support. While different roles
require different modules, a consumer middleware requires all
of them and can better demonstrate the architecture on a single
node. We therefore illustrate a consumer middleware architecture
in Figure 6 and discuss each component in detail below.
Data Packer. The data packer provides interfaces for a program
to pack data and policy into a Pad. It is needed by both producers
and consumers. When the program wants to pack a piece of data

Sandbox
Sandbox

Consumer Program

Runtime

SandboxSandbox

Policy Engine

Policy APIsProgram APIs

Framework
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Data Unpacker

Policy Support

Data Packer

Crypto

Input Output
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To Key 
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Output 
New PAD

Legend
Input Flow
Output Flow
Secret Request Flow

Figure 6: A consumer middleware hosting multiple policy

engines and a consumer program.

with its policy, it provides the data packer with the elements inside
the payload and the metadata. If the data packer is working in
a consumer middleware, it will pass the raw data and proposed
policy to the policy engine before packing the data. The packer
will inquire the secret management to retrieve or generate the key,
encrypt the payload and produce the Pad.
Dataset Management. The dataset management module is
needed by the middleware of the consumer to build a one-shot
dataset over which the policy is evaluated before granting the
access to the consumer program. When the program wants to
access a set of Pads, it will first have to create a dataset, add Pads
into it and then request a policy check over the entire dataset
before it can be allowed to access the data in the dataset.
Data Unpacker. The data unpacker is used by the dataset
management module to extract data and policy from a Pad. When
a Pad is added into the dataset, the data unpacker will inquire the
secret management module to either retrieve the key locally or
to fetch the secret key from the remote key delegator and then
decrypt the payload. The plain-text payload is sent back to the
dataset management module. Note that the program cannot access
the plain-text payload until the policy check is passed.
Cryptographic Interface. To adapt to the diverse yet possibly lim-
ited cryptographic capabilities of different platforms, we designed a
unified interface for cryptographic so that developers can easily add
or configure the algorithms they want to support. This module is
required on both producer and consumer. While optional, integrity
check requires the algorithm to generate a CMAC.
Secret Management. The secret management module is one of
the fundamental security gatekeepers of our design. It is required
on all roles and serves as a mapping from the data ID to the data’s
key (the secret). The secret can be loaded locally or fetched from

https://github.com/OSUSecLab/styx
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the remote key delegator. The custodian of the data has the ability
to push the data encryption key to the remote key delegator to
make the key available to other programs. When the remote key
delegator receives a fetch/push request, it will perform mutual
attestations against the client connecting to it to prove its identity
as well as ensuring the client is using an approved infrastructure
(e.g., a genuine consumer middleware) on a trusted hardware.
Policy Engine Support. Each policy language has a policy engine.
The engine is compiled into a software module that the runtime
can execute. A policy engine module is loaded and identified
by the policy type UUID. The policy evaluation interfaces are
exposed to the dataset management and the data packer to check
for compliance. We support multiple policy languages for different
data by loading the corresponding policy engines.
TEE Support. In our design, all roles are protected within a
TEE. Our framework can support different TEEs as long as the
corresponding attestation and communication interfaces are
implemented. The attestation must be mutual, meaning that when
the attestation is completed, both sides can trust each other. The
attestation should also exchange a ephemeral communication
key so that the traffic between the two TEEs are encrypted. This
channel is only necessary for secret management.
Runtime Support. The consumer program is sandboxed within
a programming language runtime (e.g., WebAssembly, Python,
etc.) to prevent it from leaking data unintentionally or deliberately.
Styx also uses the same runtime to support policy engines. In our
implementation, we specified a set of interfaces to manage the
runtime and programs’ lifecycle. To add support of a new runtime,
a developer only needs to bind the runtime’s interfaces to our
interfaces for the framework to use the new runtime.

4.3 Integration with Intel SGX and WAMR

We built a demo prototype of Styx with Intel SGX as the TEE [65]
and the WebAssembly Micro Runtime (WAMR) [7] as the runtime.
Integration with Intel SGX. Intel SGX provides an isolated and
protected enclave environment within the user space memory. The
enclave can access the data outside but the outside cannot access the
data inside. This means that we can handle plain-text data inside the
enclave without leaks. Intel SGX supports hardware-based remote
attestation that verifies the integrity of the loaded software and the
genuineness of the hardware. The attestation flow also creates an
encrypted communication channel between the two enclaves using
DH key exchange algorithm for the secret management module.
WAMR and Programs in the Middleware. WebAssembly
(WASM) is a low-level IR that can be interpreted or even compiled
natively into machine code. It can be sandboxed to its own memory
space and its I/O is controlled by the runtime. Since WASM can be
generated from LLVM IR, any programming language that LLVM
supports can be compiled into WASM, allowing great flexibility for
developers. WAMR is an embedded runtime that has full WASM
support while being natively integrable into SGX.

To build a program using Styx, a developer can simply write
a program that LLVM supports (e.g., C++) and call the interfaces
we provided that are in pure C. In our design, for a program,
we only export the dataset management interfaces to it and all

the Pad accesses from the program must go through the dataset
lifecycle by loading, checking policy and finally accessing. The I/O
interfaces of the WAMR can be limited or even removed to prevent
the program from leaking data without protection.

Similarly, to build a policy engine, a developer now implements
the evaluation interfaces. The policy engine has full access to the
plain-text data and policy to implement complex logics but has
no I/O capability. It can also request the program’s information
to verify against the policy’s constraints. The evaluation result is
returned in a simple Boolean value indicating pass or fail.

5 Application Analysis

In this section, we present an analysis on how to apply our design
to the motivating example discussed in §3.1, and how Styx can
protect the training dataset and output model. Recall that in this
use case, multiple hospitals provide confidential diagnostic data
to jointly train a cancer classification model in a way that no party
has direct access to the model parameters, and they can jointly
approve policies to the access of the trained model.

We discuss the policy and consumer program design in details
here, but we have implemented this scenario as well for feasibility
and performance evaluation which we will present in § 6.
TrainingData Preparation. Each hospital creates a Pad to protect
its training diagnostic data. To do this, each hospital needs to use
its own producer to generate the Pad and provision the data key
received from the producer to a verified key delegator. Here, each
hospital is the custodian of their own Pads. The key delegator can
be offered by a cloud service provider as long as it is verifiable.
Jointly Training and Model Policy. The hospitals agree
on a training program as the consumer program using the
⟨program-constraints⟩ that takes the input datasets in Pads and
output the model protected by Pad as well. The data custodian of
the output model is jointly controlled by the hospitals.

The policy attached to the training data, particularly the
⟨input-constraints⟩ can differ based on the considerations of each
hospitals. For example, a hospital may require that their contributed
training data shares no more than 20% of the total data; Another
hospital may, in contrast, require that its share to be more than 50%
so that it can have a higher quota of the resulting model. Only when
all the policies are satisfied can the computation move forward.

The output Pad, which is the cancer classification model, will be
attached with a policy generated by the consumer that is agreed
by all the hospitals involved. It can be further limited by the
⟨output-constraints⟩ of each training data. For example, its pol-
icy can specify that the policy may be updated if agreed by entities
who jointly control at least 𝑇 of total share.
Using theModel. To query or fine tune the model, an organization
is limited on the query quota based on a fair usage policy and the
policy engine will keep a record of it. It must also use one of the
agreed programs specified by the program constraint as the con-
sumer program. The sandboxing mechanism ensures that the model
can be used to answer queries without leaking. If the hospital wants
to fine-tune the model to fit its own customized needs, it must use
an approved fine-tuning program as the consumer program. An out-
put ownership restriction policy can be specified to ensure that the
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new model is restricted to this hospital, preventing the model being
transferred to another entity without the agreement of all hospitals.
Example of Training Data Policy. To satisfy these requirements,
an example policy of the training data can include the following:
• Program Constraint. The training data can only be used with
programs approved by the hospital. The programs can be speci-
fied by, for example, hashes and encoded as a raw byte sequence.

• Input Constraint. The hospital can limit its contribution to not
exceed certain percentage (e.g., 20%), as a regular integer.

• Output Constraint. The program’s output, which is the model,
must be under the control of the designated entity agreed by all
the hospitals, which is a custodian represented by a UUID.
A detailed example of the policy enforcement is presented in our

technical report in [84].

6 Performance Evaluation

We evaluated the performance of our complete Styx implemen-
tation described in § 4.3. We first evaluated the above example to
show the overheads in the entire workflow of Styx and the scalabil-
ity of Styx, then we provide a runtime benchmark overhead of the
system. Our evaluations were conducted on a Dell PowerEdge R450
with an Intel Xeon Silver 4314 CPU running at 2.4 GHz and 128 GiB
of memory among which 2 GiB can be used as the enclave memory.

To evaluate our system, we first implemented the scenario of
hospitals jointly training a cancer classification model discussed in
§ 5 using the Diagnostic Wisconsin Breast Cancer Database [76]
to train an SVM model with libsvm [13]. We use it as one of our
subjects and analysed the entire workflow, from input to output,
to discuss the overheads of each step in § 6.1. We used the broken
down performance figures with a simulation technique to evaluate
the scalability of Styx on a distributed setting. To demonstrate
the capability of handling complex applications, we also ported
libonnx [37] and NBench [47] to demonstrate the overall perfor-
mance when a runtime is involved in § 6.3.

6.1 ML Training Workflow Evaluation

We used the Diagnostic Wisconsin Breast Cancer Database [76] to
train an SVM model using libsvm [13] for the workflow overheads
evaluation. To provide more insights on the performance of input
of Styx, we set 3 hospitals (A, B and C) involving in the training,
each provides 3 copies of the database for a total of 9 pieces of data
coming from 3 different entities. For each piece of data, the policy
discussed in § 5 is attached with proper attributes. The output model
is restricted by an ⟨output-constraint⟩ in the policy that it must be
under the custody of hospital A.

We implemented the policy engine according to the policy lan-
guage design. The timeline breakdown of the training process is
illustrated in Figure 7. One can easily see that there are 3 events that
claimed the most overheads in the workflow: Load B-1, Load C-1
and Train Model. Since the consumer program is owned by hospital
A, when first loading dataset of hospital B and C, it will need to
contact the key delegator to fetch the data keys which involves
communications over sockets and remote attestations. However,
once the key is fetched to local, when loading the data from the
same entity, Styx no longer needs to communicate with the key
delegator and therefore will be much faster.
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Figure 7: Timeline breakdown of the jointly training example

using Styx. Red outline means the overhead is not related to

the data’s size.

Table 1: Average overheads breakdown of the framework of

Styx measured in ms. Gray overhead title means the over-

head is not related to the data’s size.

w/ Fetching w/o Fetching
New Dataset 0.007

Lo
ad

Attestation 135.089 -
Fetch Key 0.177 0.007
Decrypt 0.088 0.098
Policy Matching 0.007 0.008
Total 135.362 0.113

Po
lic
y
Ev

al Policy Init 1.544
Policy Copy 0.138
Policy Eval 0.366
Policy Post 0.025
Total 2.073

Access Data 0.258

O
ut
pu

t

Policy Init 0.119
Policy Copy 0.074
Policy Eval 0.330
Policy Post 0.009
Generate Pad 1.405
Total 1.937

The exact value of the overheads are provided in Table 1. We can
see that most of the overheads are below 2 ms. When fetching the
key with the remote attestation and communication involved, we
can see that the overheadswere around 135ms, which is comparable
to common encrypted transmission methods like HTTPS [54].

Note that a red outline in Figure 7 or a gray title in Table 1
indicates that the overhead is not related to the data’s size, meaning
that no matter how large the data is, it will always cost the same.
We can see that all the overheads that scale with the data’s size
were lower than 0.4 ms, meaning that Styx can maintain a good
scalability and low overhead even with heavy inputs and outputs.
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ment from simulation.

It is worth noting that the overheads of the policy check sig-
nificantly depend on how complex the logic of the policy engine
implements. As a module for the runtime, the performance is also
highly related to the runtime’s to be discussed in § 6.3. For the input
and output constraints, the scalability of the policy check is linked
to the size of the dataset as each Pad’s policy has to be evaluated.
For the program constraints, the overhead is static to a specific
consumer program and does not increase with the dataset.

6.2 Scalability on Distributed Deployment

As a distributed design, Styx is expected to perform stably at
large scale. To evaluate the scalability characteristics of Styx,
we employed a similar methodology from [64] to simulate the
performance of Styx at heavy load with a large amount of nodes.
We consider the key delegators behind a simple load balancer that
dispatches a key fetching request to whichever key delegator that
is free. Once a key delegator has attested a consumer, the upcoming
key fetching no longer needs attestation.We sampled the latency of
attestations and key requests with expectation values and standard
deviations obtained from our experiments on real machine. In our
settings, we simulate a number of consumers trying to decrypt
certain amount of Pads all at once to present a heavy load scenario.
We simulated with 3 different numbers of key delegators and con-
sumers, with each consumer trying to access different amount of
Pads ranging from 1 to 1024.The results are illustrated in Figure 8.

From the figure, we can easily observe the trend that the
more Pads a consumer needs to decrypt, the lower the latency it
eventually needs. This is because the heavy attestation only has
to be done once, and the subsequent requests only need the key
fetching. When the amount of consumers is smaller than the key
delegators, the per-Pad latency is capped at a single attestation
plus the key fetching latency. This is because every consumer can
have a dedicated key delegator serving it. When the amount of
consumers is larger than the key delegators, the max latency is
in a linear scale to the amount of consumers minus the amount
of delegators. From the overall results, we can see that even under

extreme heavy loads with hundreds of consumers and thousands
of Pads to be decrypted, Styx can still achieve a per-Pad latency
at max to a couple hundreds of milliseconds.

6.3 Runtime Performance and Considerations

on Complex Applications

Since Styx involves runtime sandboxing and TEE environments,
we present two computation-intensive applications: NBench [47]
and libonnx [37] to demonstrate the performance overheads of
Styx when using the WAMR runtime. The difference between the
two benchmarks is that for NBench, we compiled it intoWASMAoT
binaries to demonstrate the slow down when heavy computation
is done inside the runtime; For libonnx, we ported it as a trusted
native binary that the WASM code can call for computation.
Runtime Computation Performance with NBench. For the
vanilla NBench, it was compiled using the GCC with an optimiza-
tion level of O3. For the WebAssembly version, it was first compiled
using WASI-SDK 20.0 [12], then compiled to AoT binaries, all with
an optimization level of O3. The result is normalized to the vanilla’s
score, that is, how many times slower is presented in Figure 9.

As we can see that WAMR imposed slowdown on all bench-
marks. While most benchmarks experienced a slowdown around
1.5x, STRING SORT and NEURAL NET suffered the most. However,
the geometric mean of the slowdown is around 2.2x which is also
close to the benchmark result presented in [20] (~2.3x).

Note that WAMR, as chosen in our system implementation, is
just one option for the runtime. Other runtimes can also be used
to better suit the characteristics of the workload. Alternatives like
Python [45] and JavaScript (using NodeJS with V8 engine) [44]
showed different levels of slowdown ranged from 2x as the WASM
or up to 20x. A runtime provides the sandboxing required in Styx
as well as offers better flexibility and safety for developers. We
believe that this is a worthy trade-off over pure C code.
Native Porting with libonnx. By porting a trusted computation-
heavy library natively, we can achieve an almost identical
performance to native computation. To demonstrate it as well as
presenting the capability of handling complex tasks of Styx, we
chose the libonnx as our subject. libonnx is an execution engine of
ONNX [56], a language for encoding ML models. This means that
a jointly-trained model can also be encoded into ONNX format.

We linked libonnx into the middleware as a trusted native library
and tested the performance with libonnx’s benchmark suite as the
consumer program. The models were packed into Pads with the
policies as specified in Figure 1. We compared Styx with a vanilla
native libonnx on Linux and normalized the benchmark show the
slowdown in Figure 10. For the total time of the 6 benchmark, the
slowdowns are ranging from 0.9x to 1.1x. We can even observe
speed-ups in mnist_8 and super_resolution_10. We suspect
this is due to the difference of the memory allocation behavior
between the Intel SGX versus a regular Linux. In Intel SGX, heap
is pre-allocated so the allocator does not have use syscalls.

For certain sub-benchmarks showing “significant” slowdowns
over 3x, the slowdowns are due to the fact that these sub-
benchmarks were so fast that their execution time was way smaller
than the WASM calling overhead (around 3 us). This made the



Styx : Collaborative and Private Data Processing With TEE-Enforced Sticky Policy Middleware ’26, December 14–18, 2026, Tarragona, Spain

0

1

2

3

4

5

6

7

NUMERIC SORT STRING SORT BITFIELD FP EMULATION FOURIER ASSIGNMENT IDEA HUFFMAN NEURAL NET LU
DECOMPOSITION

Geo Mean

Sl
ow
do
w
n

Vanilla
Ours

Figure 9: Normalized NBench slowdown of WAMR over a vanilla result.

Sl
ow
do
w
n

0

1

2

3

4

5

6

Add
-8

Con
v-8

Mat
Mul
-8

Max
Poo
l-8

Rel
u-8

Res
hap
e-8 Tot

al

(a) mnist_8

0

1

2

3

4

5

6

Add
-7 BN-

7
Con
v-7 GAP

-7
Rel
u-7

Res
hap
e-7 Tot

al

(b) mobilenet_v2_7

0

1

2

3

4

5

6

AP-
9

BN-
9

Con
cat
-9
Con
v-9

Gem
m-9

Max
Poo
l-9

Rel
u-9

Res
hap
e-9

Sof
tma
x-9 Sum

-9

Tra
nsp
ose
-9

Tot
al

(c) shufflenet_v1_9

Vanilla

Ours

0

1

2

3

4

5

6

AP-
7

Con
cat
-7

Con
v-7

Dro
pou
t-7

Max
Poo
l-7

Rel
u-7

Res
hap
e-7 Tot

al

(d) squeezenet_v11_7

0

1

2

3

4

5

6

Con
sta
nt-
10

Con
v-1
0

Rel
u-1
0

Res
hap
e-1
0

Tra
nsp
ose
-10 Tot

al

(e) super_resolution_10

0

1

2

3

4

5

6

Add
-8 BN-

8
Con
v-8

Lea
kyR
elu
-8

Max
Poo
l-8 Mul

-8
Tot
al

(f) tinyyolo_v2_8

Figure 10: Normalized libonnx benchmark slowdown of the 6 models provided.

slowdown looks huge but was not actually impacting the overall
performance. Also, the geometric mean of the slowdowns of the
6 benchmarks is 1.03x, making our system on par with a native
one when handling tasks using trusted libraries like libonnx.
Porting Consideration. When comparing the two benchmarks,
we can see that porting a trusted library natively can greatly help
minimizing the overheads. This is suitable for cases where open
source libraries are involved. This may also be required when cer-
tain external hardware or system features are used that cannot be
directly accessed within WASM. However, even with pure WASM
code, the overheads were still manageable, allowing more flexibility
for developers to implement their propriety code with Styx.

7 Discussion

7.1 TCB Scope and Alternative Isolation

TCB Scope. From our threat model discussed in § 3.3 and the
architecture introduced in § 3, we can see that on top of the basic
supportive software of the TEE, we added the Styx framework, the
runtime and the policy engines into the TCB. For our SGX-based
prototype, the basic supportive software is the libraries of SGX SDK.
CVM-Based TEEs. While our prototype is enclave-based, our
design similarly works with confidential VMs (CVMs). Instead of
protecting a small piece of software, these CVMs isolates on a VM
level granularity. In a similar fashion, we can run the software stack
as a process inside the CVM. However, now the supportive software
stack will need to include a small OS as a host. A lightweight
OS can be sufficient for the purpose such as the one proposed in
Gramine-TDX [43]. When compared to an enclave-based solution,
CVM-based TEEs will inevitably increase the size of the TCB.

Process Isolation. TEEs are employed to help defend threats from
the outside, particularly against privileged attackers such as the
computation infrastructure provider. However, if the infrastructure
provider can be trusted, then the only threat will be from the con-
sumer program. In this case, process isolation can be sufficient by
running Styx as a process given that the OS it runs upon is trusted.

7.2 Limitations and Future Works

While Styx introduces a novel approach to secure data processing
in collaborative environments, our current implementation and
design are subject to certain limitations. These areas, however, also
offer opportunities for enhancements and further works.
Policy Enforcement in Hardware Accelerators. Currently,
Styx lacks the capability to enforce policies within hardware accel-
erators, such as GPUs. This gap is notable as TEE support in GPUs
has shown up recently [55]. Extending Styx to integrate with these
new TEEs in hardware accelerators represents an important di-
rection for future work, potentially broadening the applicability of
Styx to more tailored computing scenarios, particularly those in AI.
Security-Performance Balance in Runtime Sandboxing. Styx
faces a potential trade-off between security and performance,
particularly concerning runtime sandboxing. The practice of
compiling bytecode to native machine code ahead-of-time (AoT) for
performance improvements may compromise the sandboxingmech-
anism, as the behaviors of AoT binaries might not be thoroughly
validated. However, methods like Software Fault Isolation (SFI) and
containerization, as discussed in [85] and [5], provide promising
strategies to ensure robust sandboxing even for AoT binaries. The
integration of such techniques is left for future investigation.
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Middleware Verification. The consumer middleware of the Styx
frameworkmay benefit from formal verification, which can improve
the robustness to the system’s overall security [14, 19, 36, 38, 74].
While formal verification imposes a substantial amount of work,
precedents set by projects like [68] has demonstrated the feasibility
and value of such efforts. Additionally, the application of SFI, akin
to those mentioned in [85], could offer interim safeguards for the
runtime, even in the absence of formal verification.

8 Related Works

8.1 Sticky Policy Enforcement

Pad or sticky policy is used in Styx to embed policies into data.
While recent surveys [48, 60] showed advancement on the sticky
policy’s design, the enforcement of such policies is the key to
the security guarantee. Existing works focus on encryption based
techniques. Examples such as Identity-Based Encryption [10],
Attribute-Based Encryption [8, 30], and Proxy Re-encryption [31]
fall into this category. These encryption-based enforcement
requires a data consumer to have proper keys that represents the
identity or privilege for the access. If all the necessary keys are
met under the policy proving the permission, the keys will be able
to decrypt the data based on the cryptographic design.

Compared with Styx, existing works have limitations on the
expressiveness of the policy. They also lack the support to impose
policies on applications and derived outputs. This means that once
the policy check is passed and the data is decrypted, the usage of the
data and the outputs will not be in the control of the data owner and
therefore cannot satisfy the data-in-use protection we envisioned.

8.2 Multi-Stakeholder Computing and ML

There have been efforts on securing multi-stakeholder comput-
ing where stakeholders are mutually distrusted. However, most of
the existing works focus on computation configurations and rely
heavily on the perfection of the code via verification. For example,
Palæmon offers a computation policy enforcement with a combina-
tion of human effort certification and TEE reporting [32]. R.Walther,
et al. presented a computation configuration policy enforcement
for untrusted cloud [73]. Compared with Styx, the two methods
focused on the code of the data consumers and cannot provide flexi-
ble per-data policy enforcement throughout the data lifecycle. They
also did not address the dynamic collaboration problem. S. Tokuda,
et al. proposed a static taint analysis method to enable arbitrary
code loading while maintaining certain properties of the data secu-
rity [70]. This, however, relies on assumptions that the consumer
program must be simple enough for the static analysis before load-
ing, limiting what the consumer program can do, not to mention
the lack of data lifecycle protection and dynamic collaboration.

Given our motivating example, multi-stakeholder ML is also
related to Styx. Confidential Federated Learning (CFL) is one way
to achieve almost full control of the sensitive data locally [33].
However, CFL lacks protection on the output model, and cannot
achieve policies such as percentage limit of one entity in the entire
training dataset. However, we believe that Styx can be used in
combination with existing methods like CFL to achieve such control.

8.3 Middleware Sandboxing

The dominant technique for data-in-use protection of Styx is mid-
dleware sandboxing. Existing works on middleware sandboxing
have explored more on simple access controls with either limited
policy and data-in-use protection or limited use cases.

Twine [52] offers a WASM sandbox that can host trusted work-
loads with transparent encrypted I/O. This works in an opposite
way comparing to our method where the workload itself is actually
untrusted and the I/O of which is strictly limited.

Ryoan [35] achieved sandboxing via NaCL [80] and controls the
I/O via ownership labeling. Data being processed on an entity will
have the entity’s ownership label added. An entity can remove its
label once it has finished the processing and make sure that there
is no sensitive data from it is left. Compared with Styx, Ryoan
only offers control on ownership level with no possibility to specify
complex policies like the inter-Pad rules Styx supports. It also has
no policy control on the application and the derived data, meaning
that once the data is processed and new data is created, the new
data is completely out of the original data owner’s control.

Laputa [40] offers private data analysis on a TEE with policy
check. It takes a specialized form of code called query plans, and
performs policy check with policies defined using regular expres-
sions. Compared with Styx, Laputa cannot execute generic code
and can only take the special form of query plan. It also does not
take multiple pieces of data like Styx for a collaborative scenario.
The policy, while flexible, can only be applicable to the query plan
form. There is also no policy control on the derived output, which is
expected to contain no sensitive information via the policy check.

When compared with Styx, existing works on middleware sand-
boxing focus on the input side of a single piece of data and control
under what circumstances the data can be read. They, however,
do not handle derived policies for derived data, and have limited
support on the input and application policies for multiple pieces of
data from different stake holders under a collaborative setting.

9 Conclusions

We have presented Styx, a novel framework that combines the flex-
ibility of sticky policy and strong enforcement of TEEs to ensure
data protection throughout its lifecycle in distributed collaborative
settings. Styx achieved data-in-use protection, data lifecycle pro-
tection and dynamic collaboration via runtime sandboxing using
a middleware. Our application analysis and system implementa-
tion demonstrated the feasibility, effectiveness and scalability while
imposing reasonable overheads similar to conventional encrypted
communication channels even under a distributed multi-node de-
ployment. With this design, Styx can enforce per-data policy from
multiple stakeholders throughout the entire data lifecycle for mod-
ern collaborative workloads like AI training and other distributed
privacy-concerning data processing scenarios.
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