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The Nearby Cars API

GET /nearby-cars?lat=33.7114&lng=151.1321 
HTTP/1.1
…

HTTP/1.1 200 OK
Content-type: application/json
...

{
"cars": [

{
"id"   : "509AE827",
"positions": [

{
"GPS": "-33.7100 / 151.1342",
"t"  : "15259620050000"

},  {
"GPS": "-33.7300 / 151.1200",
"t"  : "15259620060000"

},
...

}, {
"id"   : "6F09E2AA",
...

},  
...   

}
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The Nearby Cars API

The Research Questions
1 Private Info Leakage

I Direct PII of Drivers
I Movement of Drivers
I Working Patterns of Drivers
I Appeared Locations of Drivers

2 Business Info Leakage
I Dual-Apping Driver
I Driver Preference
I # Drivers (Local or Global)
I Operation Performance
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App Selection

Service Name #Downloads APK Obfus?

Uber 100+ millions 4

Easy 10+ millions 4

Gett 10+ millions 4

Lyft 10+ millions 4

myTaxi 5+ millions 4

Taxify 5+ millions 7

BiTaksi 1+ millions 4

Heetch 1+ millions 4

Jeeny 500+ thousands 4

Flywheel 100+ thousands 7

GoCatch 100+ thousands 4

miCab 100+ thousands 7

RideAustin 100+ thousands 7

Ztrip 100+ thousands 4

eCab 50+ thousands 4

GroundLink 10+ thousands 7

HelloCabs 10+ thousands 7

Ride LA 10+ thousands 7

Bounce 10+ thousands 7

DC Taxi Rider 5+ thousands 4
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A Running Example

GET /v1/nearby-drivers-pickup-etas?
lat=10.10&lng=-10.10 HTTP/1.1
Authorization: Bearer dmGtpMx1qCKeA

HTTP/1.1 200 OK

Content-type: application/json
{

"nearby_drivers":[ 
{

...
"driver":{

...
},
"locations":[ 

{
"lat":10.10,
"lng":-10.10,
"recorded_at_ms":1234

},
... 

]
},
{

...
"driver":{

...
}, 

...
}

(c) Nearby Cars API
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A Running Example

POST /oauth2/access_token HTTP/1.1
grant_type = ***Aphone & 
phone_number = 123 & phone_code = 111 

HTTP/1.1 200 OK

Content-type: application/json
{

"access_token": "eHdNsgsNvREH1",
"expires_in": 86400,
"refresh_token": "bEwazc0wcI",

}

POST /oauth2/access_token HTTP/1.1
grant_type=refresh_token &
refresh_token=bEwazc0wcI

HTTP/1.1 200 OK

Content-type: application/json
{

"access_token": "dmGtpMx1qCKeA",
"expires_in": 86400,
"refresh_token": "3Rva2VuIiw",

}
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...
},
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{
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"lng":-10.10,
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},
... 

]
},
{

...
"driver":{

...
}, 

...
}

(a) Login API

(c) Nearby Cars API(b) Refresh Token API
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Automating This Process With A Tool

POST /oauth2/access_token HTTP/1.1
grant_type = ***Aphone & 
phone_number = 123 & phone_code = 111 

HTTP/1.1 200 OK

Content-type: application/json
{

"access_token": "eHdNsgsNvREH1",
"expires_in": 86400,
"refresh_token": "bEwazc0wcI",

}

POST /oauth2/access_token HTTP/1.1
grant_type=refresh_token &
refresh_token=bEwazc0wcI

HTTP/1.1 200 OK

Content-type: application/json
{

"access_token": "dmGtpMx1qCKeA",
"expires_in": 86400,
"refresh_token": "3Rva2VuIiw",

}

GET /v1/nearby-drivers-pickup-etas?
lat=10.10&lng=-10.10 HTTP/1.1
Authorization: Bearer dmGtpMx1qCKeA

HTTP/1.1 200 OK

Content-type: application/json
{

"nearby_drivers":[ 
{

...
"driver":{

...
},
"locations":[ 

{
"lat":10.10,
"lng":-10.10,
"recorded_at_ms":1234

},
... 

]
},
{

...
"driver":{

...
}, 

...
}

(a) Login API

(c) Nearby Cars API(b) Refresh Token API

Tool Objectives

1 Pinpointing the
Nearby Cars APIs

2 Identifying the
Dependencies

3 Bypassing
Obfuscations Used in
the Apps
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List of Countermeasures to Evaluate
1 Rate Limiting

I RL1 : Reqs/s
I RL2 : Different IPs

2 Session Management
I SM1 : Authentication
I SM2 : Session Lifespan

3 Anti-GPS Spoofing
4 Anonymization

I AN1 : Identifier Lifespan
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Countermeasures Analysis Results

Rider App Reqs/s Diff IPs Authen Sn Lifespan Anti-GPS ID Lifespan PII

Uber  #  ∞ # ∞  
Easy - # # ∞ # ∞  
Gett - #  ∞ # ∞  
Lyft  #  24h # ∞ #
myTaxi - # # ∞ # 20m  
Taxify  #  ∞ # ∞  
BiTaksi - #  ∞ # ∞  
Heetch - #  ∞ # ∞  
Jeeny - # # ∞ # 20m  
Flywheel - #  20m # 10m  
GoCatch - #  ∞ # ∞  
miCab - #  ∞ # ∞ #
RideAustin - #  ∞ # ∞  
Ztrip - #  30m # ∞  
eCab  # # ∞ # ∞  
GroundLink - # # ∞ # ∞  
HelloCabs - #  ∞ # ∞ #
Ride LA - # # ∞ # ∞ #
Bounce - #  ∞ # ∞ #
DC Taxi Rider - #  ∞ # ∞ #
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Summary

1 No Particular
Countermeasures
Implemented

2 Six Services Do Not
Require User
Authentication

3 Six Services Directly
Return A Variety of PII
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(I). Private Information Leakage : Direct PII Leakage

Service name Sensitive information

Lyft Driver avatar
HelloCabs Name, phone number
Ride LA Name, phone number
DC Taxi Rider Name, phone number, email
miCab Account creating time, account last up-

date time, device number, hiring status
Bounce Name, date of birth, driver avatar, phone

number, social security number, driver
license number, driver license expira-
tion date, home address, bank account
number, routing number, account bal-
ance, vehicle inspection details, vehicle
insurance details
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Suggestions

1 Appropriate Implementation Logic
I No PII before Service Reservation

2 Concealing Position with Distance
I Replacing Car Position with Distance to Riders

3 Mitigating Linkability
I Removing or Using Short-live Car IDs

Responsible Disclosure

1 Disclosure to all 20 Apps

2 8 Responded and Started Fixing: removing PII, using short-live IDs, ...

3 Two Bug Bounties from Uber and Lyft
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