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Abstract

Exclusive-use systems emit binary interaction signals through
core functions such as authentication, presence updates, and mes-
sage submissions. Although sparse and encrypted, these signals
reflect user-specific behavior and, when linked over time, can
erode anonymity. Because each credential or device is uniquely
tied to an individual, even minimal activity patterns can enable
re-identification and behavioral inference, posing a hidden but per-
sistent privacy risk. We present a formal framework that models
this leakage by digitizing interaction outcomes into multidimen-
sional binary signals and quantifying anonymity degradation using
entropy-based Quantitative Information Flow (QIF), Bayes vulner-
ability, and indistinguishability games. To generalize the threat,
we introduce a taxonomy spanning attacker capabilities, observa-
tion methods, and types of information leaked. After discovering
these signals from network analysis of Microsoft Teams, we pro-
duce a simulation case study with varying user activity profiles,
demonstrating that content-agnostic signals alone enable a passive
adversary to achieve 54.7% Top-1 and 89.1% Top-3 re-identification
accuracy in a 16-user pool, with mean entropy losses of approxi-
mately 1.2 bits (about 30% of the 4-bit anonymity space), and worst-
case reductions exceeding 2.4 bits. Additional analyses of WhatsApp
traffic and the IDBleed BLE relay attack highlight broader appli-
cability. Our results show that binary observables long treated as
benign can systematically compromise anonymity, establishing a
cross-domain framework for formalizing, quantifying, and classify-
ing privacy loss in exclusive-use systems. This framework further
enables defenders to formally model exclusive-use systems and
quantitatively evaluate the privacy impact of proposed mitigations
using entropy and vulnerability-based metrics.
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1 Introduction

Modern systems often protect the contents of user interaction data,
but overlook the simple fact that the occurrence of activity is observ-
able in network communications. Many platforms emit traffic that
can be interpreted as binary signals indicating interaction, without
revealing message content or user identity. These include success-
ful logins to a workplace VPN, bursts of encrypted traffic when
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Figure 1: Digitization abstraction: observable traffic is
matched to patterns, converted into binary signals, and
accumulated into traces for inference.
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user presence is detected, or “typing...” indicators shown during
message composition. In isolation, these minimal signals may seem
benign. However, in systems designed for exclusive-use, where each
credential or device maps uniquely to an individual, even sparse
activity patterns can reflect user-specific behavior over time and
degrade anonymity. These observable traffic patterns, often inher-
ent to system functionality, pose a serious but often hidden risk to
users, as many do not offer a meaningful way to opt out of this
side-channel information leak.

While encryption and statistical privacy techniques have sub-
stantially advanced the protection of message contents [18, 30] and
aggregate data [19, 20], less work has examined how interaction-
level signals expose users to long-term inference. In exclusive-use
systems, where devices or credentials are uniquely tied to individu-
als, binary indicators such as login success, message submission,
or typing status are often observable through encrypted traffic pat-
terns [1, 37, 52]. These signals occur with high fidelity, reflect user
actions, and may accumulate into persistent behavioral signatures.

Prior work on IDBleed [22] introduced the concept of exclusive-
use and demonstrated how protocol-level success and failure sig-
nals can leak device affiliation. While this and other behavioral
inference studies [40, 47, 50, 56] highlight concrete attacks, there
remains little formalism for how anonymity degrades due to recur-
ring binary signals. Existing frameworks typically focus on rich
metadata, continuous traffic flows, or statistical aggregates. In con-
trast, exclusive-use systems emit semantically meaningful events
that resist traditional mitigations and occur at discrete boundaries.
These properties call for a distinct modeling and measurement
approach to capture how anonymity degrades over time.

We address this gap by treating binary observables as a struc-
tured form of information leakage in exclusive-use systems. Our
framework combines three components. First, we present a formal
model that defines users, resources, and observability, and digitizes
activity into multidimensional binary vectors. Second, we introduce
a taxonomy of threats organized by attacker capability, observation
method, and information leaked, which systematizes how inference
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arises from recurring observable signals. Third, we provide quan-
tification methods that measure anonymity degradation through
worst-case anonymity set reduction, entropy-based Quantitative
Information Flow (QIF), Bayes vulnerability, and a behavioral indis-
tinguishability game. Figure 1 illustrates this abstraction, in which
observable traffic is matched to deterministic patterns, digitized
into binary outcomes, and accumulated into behavioral traces suit-
able for adversarial inference. Together, these components enable
defenders to model exclusive-use systems and quantitatively mea-
sure privacy loss before and after mitigation using entropy and
vulnerability-based metrics.

During our investigation, we analyzed Microsoft Teams traffic in
a controlled lab environment and discover deterministic exclusive-
use signals. This inspires us to conduct a case study using simulated
usage data based on previous studies to validate our approach. We
simulate 16 users over four distinct activity profiles (deliberative,
low engagement, high frequency, and intermittent) and evaluate
both worst-case and probabilistic inference. Despite relying only
on sparse binary signals from presence, typing, and message-sent
traffic, a passive adversary achieves 54.7% Top-1 and 89.1% Top-3
re-identification accuracy in a 16-user pool. Mean entropy loss is ap-
proximately 1.2 bits (about 30% of the 4-bit anonymity space), with
worst-case reductions exceeding 2.4 bits for certain profiles, demon-
strating that even minimal signals can compromise anonymity in
practice. We further show that the taxonomy extends naturally
to additional contexts such as mobile messaging with WhatsApp
and previously reported active relay attacks with BLE in IDBleed,
underscoring the broader applicability of the framework.

Contributions. This paper makes the following contributions:
o Formalization of Exclusive-Use Leakage (§3): Building on
prior definitions, we model how binary observables in exclusive-
use systems form a structured information leakage side-channel.

Quantification Framework (§4): We introduce complemen-
tary methods to quantitatively measure anonymity loss using
worst case anonymity set reduction, entropy-based QIF, Bayes
vulnerability, and a behavioral indistinguishability game.

e Threat Taxonomy (§5): We systematize attacker strategies
across three dimensions (attacker capability, observation method,
and information leaked) and map both simulated and real-world
attacks into this space.

Case Study Evaluation (§6): We apply our framework and
show that sparse binary signals in Microsoft Teams traffic can
support re-identification, yield significant entropy loss, and ex-
pose user behavior across pairwise and population-scale settings,
and extending our analysis to additional applications.

2 Background

We provide essential background on system architectures, privacy
frameworks, and attacker models relevant to the analysis of binary
signal leakage. This includes exclusive-use systems, side-channel
mechanisms, entropy-based inference models, and the role of tax-
onomies in structuring adversarial threat assessments.

Exclusive-Use Systems. An exclusive-use system is one in which
each device, credential, or account is explicitly tied to a single
user [22]. These systems include personal smartphones, enterprise
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messaging accounts, smart home devices paired to an owner’s de-
vice, or virtual private network (VPN) clients linked to employee
credentials. Exclusive-use systems differ from open-access plat-
forms, such as shared computers or accounts (N:1 shared mappings),
in that each system interaction can be attributed to a single entity
or user. This relationship is typically one user to one resource (1:1)
or one user to multiple exclusive resources (1:N). This property
introduces persistent behavioral structure in interaction signals,
as all activity originates from the same user or device. Prior work
has shown that such systems can leak identity or affiliation even in
the absence of unique identifiers, due to consistent and observable
signal to functionality mappings, such as authentication [22].

Side-channels and Binary Observables. Side-channel attacks ex-
ploit observable system outputs or emissions that are not intended
to carry semantic meaning (i.e., second order effects). These include
low-level physical signals such as timing [43], power consump-
tion [42], or electromagnetic radiation [27], as well as higher-level
protocol metadata, structure, and patterns. More recently, attention
has shifted to behavioral side channels, where useful signals are in-
herent in legitimate application and network-layer traffic [1]. These
include patterns of activation, successful authentication, delivery
receipts, or typing notifications. These signals are often observed as
binary (success vs. failure) or categorical patterns, recorded as dis-
crete time series. Even when temporally imprecise or anonymized
with modern countermeasures such as MAC address randomization,
these sequences can be digitized and abstracted into binary traces
that retain the structure of user behavior over time.

Quantitative Information Flow (QIF). Quantitative Information
Flow (QIF) provides a formal framework for reasoning about how
much information an attacker learns from observing a system [14,
55]. Unlike one-time, ephemeral leakage, QIF captures the gradual
reduction in uncertainty about a secret variable over time. Entropy-
based metrics are commonly used, where a prior belief distribution
over secrets is updated after observing outputs. The difference in
entropy quantifies the information gained. Therefore, this model is
well suited to scenarios where attackers observe repeated signals
and seek to reduce the anonymity of the source in a population.

Indistinguishability Games. Indistinguishability games are com-
monly used in cryptography [31, 41] and differential privacy [19]
to formalize whether two inputs can be reliably distinguished based
on system outputs. In privacy analysis, they offer a test-based frame-
work: an adversary is given two potential sources and a single ob-
served trace and must guess which source produced it. This model
supports probabilistic reasoning about how observable features,
such as packet sequences or binary signal traces, enable attacker
inference, even without full identity disclosure. Indistinguishability
games are useful in evaluating the degree of separation between
behavioral profiles under constrained observability.

Privacy Terminology. Foundational privacy terminology, such
as that introduced by Pfitzmann and Hansen [48], defines key con-
cepts including anonymity, unlinkability, and unobservability. They
define anonymity as a target, or subject, being unidentifiable in a
group of other targets, the anonymity set. Unlinkability ensures
that multiple actions cannot be associated with the same user, while
unobservability aims to hide that any action even occurred. These
distinctions are critical in systems where content and identifiers
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are protected, but the existence or timing of interactions remains
visible. For example, a user may retain anonymity with respect
to identity but become recognizable through repeated behavioral
patterns, risking linkability of events. These definitions provide a
consistent vocabulary for analyzing privacy degradation in systems
where events traces, such as network traffic, are observable.

Attack Taxonomies and Threat Modeling. Attack taxonomies
help systemize adversarial strategies by categorizing attackers along
multiple dimensions that includes techniques and outcomes [11,
46, 61]. These frameworks are common in security and privacy
research, offering insight into vulnerabilities and subsequent con-
sequences based on attacker capabilities, visibility, and goals. In
the context of behavioral leakage, taxonomies can capture how
different adversaries exploit observable signals to infer identity,
activity, or relationships with other entities of a system. They also
support generalization by mapping concrete examples onto a struc-
tured framework, researchers can reason about threat coverage,
mitigation scope, and transferability of attacks across systems.

3 Exclusive-Use Formal Model

We now formalize the structure of exclusive-use systems and the
types of observable signals they produce. We accomplish this by
modeling how interactions generate semantically meaningful bi-
nary signals, how these signals are digitized and observed, and
how an adversary updates beliefs about user behavior over time.
This framework forms the foundation for the quantification and
evaluation presented in §4 and §6.

3.1 System Model

LetU = {uy,...,un} beaset of usersand R = {ry,...,rm} a set of
resources such as devices, accounts, or applications, each controlled
by a single user. We define an exclusive-use mapping:

o:U—- 2R where d(ui) Np(uj) =0 foralli # j

This guarantees exclusivity with each resource tied to at most
one user. The formulation supports both 1:1 mappings (one user,
one resource) and 1:N mappings (one user, multiple resources),
while explicitly excluding N:1 shared systems, which violate the
attribution assumptions required for identity inference.

Time progresses in discrete steps:

tef{1,...,T}

At each time step t, a user u may interact with their resource(s),
producing a raw trace:

xt(“) € X,
where X denotes the raw feature space (e.g., packet sizes, feedback
states, metadata, timing sequences).

3.2 Digitized Semantic Signals

This model considers binary signals that represent discrete user
interactions. These may originate as explicit binary observables
(login success vs. failure packet types specified in a protocol), or
may result from digitizing continuous general activity, such as a
sequence of packets, into abstracted semantic indicators or signals.
In either case, the result is a sequence of multidimensional binary
observations that encode whether specific actions occurred at each
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time step. We use anonymity degradation here to refer to reduced un-
linkability or, equivalently, increased linkability between observed
actions and the user identity.

Let there be N such interaction types, each represented by a
digitization function:

Dj:X—={01}, j=1...,N

where X denotes the raw feature space (network traces, system
logs), and each Dj extracts the presence or absence of a specific
user interaction, such as a message sent indicator. The resulting
digitized observation for user u at time ¢ is:

o™ = (Dl(xt(”)),pz(x;”)), .. .,DN(x§”>)) e (o,

This defines a multidimensional binary vector encoding the user’s
activity at time ¢.
The attacker’s overall observable sequence is:

Or ={o1,02,...,0r}, op € {0, 1}V

where each o is generated by some unknown user u € U. These
binary vectors form the foundation for probabilistic inference, al-
lowing attackers to reason about identity based on structured be-
havioral patterns over time.

Given a digitized behavioral trace Or, the attacker may extract
a finite-dimensional feature representation f(Or) capturing ag-
gregate and structural properties such as event counts, session
structure, and burst characteristics. Because we do not assume a
generative probabilistic model of user behavior, we instantiate a
distance-based likelihood surrogate. Specifically, for a candidate
user u with reference feature vector 6,,, we define:

d(f(Or),6,
S (_ n.0)
T
where d(-, -) denotes Euclidean distance in normalized feature space,
and 7 is a scaling parameter (r = 1 in our experiments). Assuming
a uniform prior over users, the attacker computes the posterior:
P(Or | u)
2w P(Or | )

forming the basis for quantification in §4.

P(u|Or) =

4 Privacy Quantification

To understand how exclusive-use signals reduce anonymity over
time, we formalize metrics that capture attacker inference power un-
der the posterior distribution defined in §3. Our framework includes:
(i) a worst-case anonymity set reduction heuristic, (ii) entropy-
based quantification from Quantitative Information Flow (QIF), (iii)
Bayes vulnerability as an operational attacker-success metric, and
(iv) a behavioral indistinguishability game. Together these provide
complementary views of privacy degradation.

4.1 Worst-Case Anonymity Set Reduction

In some cases, attacker knowledge or system semantics allow im-
mediate elimination of users whose behavior is incompatible with
an observed signal via heuristics. Let U = {uy, ..., un} be the set of
users, and o; € {0, 1}V the observed signal at time ¢. The reduced
anonymity set is:

Uy = {u; € U : o is consistent with user u; }
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Anonymity loss is then estimated as:
Lheuristic (0¢) = logy [U| — log, [U]|

This provides a conservative upper bound on inference power, as-
suming deterministic signal mapping and uniform priors. It captures
the intuition that even a single binary observable may collapse the
feasible anonymity set (e.g., a failed login excludes all but the user
who actually failed).

4.2 Entropy-Based Quantification (QIF)

For probabilistic inference under uncertainty, we adopt the QIF
framework. Let S € U denote the unknown user. Before observing
any signals, the attacker holds a prior:

Po(S=u;), uielU

Unless otherwise noted, we assume uniform priors with baseline
entropy:
Hy(S) =logy n

representing an analytic baseline in which the attacker has no aux-
iliary information about likely identities. In practice, adversaries
may hold biased priors informed by contextual knowledge such as
user roles, expected working hours, historical activity levels, orga-
nizational structure, or network-level addresses/subnet allocations.
Such information can further reduce initial uncertainty and amplify
the effective leakage measured by our framework. Our use of a
uniform prior therefore reflects a conservative starting point for
analysis.

Given an observed trace Ot = {01,..., 07}, the attacker com-
putes the posterior distribution:

P(Or | ui) Po(S = u;)
21 P(Or | uj) Po(S = uj)

P(S=u;|Or) =

In our instantiation, the likelihood terms P(O7 | u;) are not as-
sumed from a predefined probabilistic channel model. Instead, they
are computed directly from observed behavioral traces by extracting
feature representations f(Or) and measuring similarity to user-
specific reference profiles, as defined in §3. Thus, the probabilities
used in inference are derived from data rather than assumed a
priori.

Privacy loss L is measured as Shannon entropy reduction in bits:

Lor(Or) = Ho(S) — H(S | Or)

with:

n
H(S|Or) = - Z P(S=u; | Or)log, P(S = u; | O)
i=1
Although the raw features (e.g., packet sizes, tuples) are not
inherently binary, the digitization functions D; ensure that only
validated semantic events (e.g., presence updates, message sent)
are mapped to {0, 1}. Thus, quantification operates over discrete,
semantically meaningful signals rather than arbitrary traffic fluctu-
ations.
As additional observations extend the trace from Ot to Or4q,
the posterior distribution is recomputed. The marginal impact of
an additional signal can therefore be expressed as:

ALty = H(S | Or) = H(S | Or+41),
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capturing how longitudinal exclusive-use signals progressively
sharpen attacker belief.

Bayes Vulnerability. Entropy measures uncertainty reduction but
does not directly quantify attacker success probability. To provide
an operationally meaningful metric, we report Bayes vulnerability
under the identity gain function:

V(Or) = max P(u | Or).
ueld

Bayes vulnerability represents the success probability of an opti-
mal one-shot attacker who guesses the most likely user given the
observed trace. Unlike entropy, which measures expected uncer-
tainty, Bayes vulnerability directly reflects re-identification confi-
dence. This operational interpretation enables defenders to evaluate
mitigation effectiveness by measuring how specific system changes
reduce attacker success probability.

Illustrative Example. Consider a four-user system with uniform
prior:

P(u1) = P(uz) = P(u3) = P(u4) = 0.25
After observing trace O, suppose the posterior becomes:

P(uy | Or) =0.70, P(uz | Or) =0.15
P(us | Or) = 0.10,

The prior entropy is:

P(uyq | OT) = 0.05

Hy = log, 4 = 2 bits

The residual entropy is:

4
H(S|Op) = — Z P(u; | Or) log, P(u; | O) ~ 1.32 bits
i=1

Entropy loss is:
AH(Or) = 2 — 1.32 = 0.68 bits
Bayes vulnerability is:

V(Or) = max P(u | Or) = 0.70
uel
indicating that an optimal attacker succeeds with 70% probability.

4.3 Indistinguishability Games

We define a binary decision game in which an attacker is given a
signal sequence O generated by one of two known user profiles,
up and u;. One of the profiles is selected at random (i.e., b € {0,1}),
and Or ~ mp,. The attacker must guess the value of b by selecting
the more likely source:

Guess = arg max P(Or | u;)
i€{0,1}

The indistinguishability advantage is defined as:

1
Adv = 2 - |Pr[Guess = b] — 2

This metric quantifies how distinguishable two user profiles
are based on structured observation. Unlike entropy and Bayes
vulnerability, which measure population-wide uncertainty and re-
identification confidence, this game isolates pairwise behavioral
separability between specific users.
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4.4 Inference Methodology

Given an observed digitized trace Or, the attacker extracts a fea-
ture vector f(Or) capturing aggregate and structural behavioral
properties (e.g., event counts, burst structure, and session gaps). For
each candidate user u, a reference feature vector 6,, is constructed
from prior traces. Likelihoods P(O7 | u) are computed using the
distance-based surrogate defined in §3, which converts similarity in
feature space into a probabilistic score. Bayes’ rule then yields the
posterior distribution P(u | O7), from which entropy loss and Bayes
vulnerability are computed. This pipeline operationalizes how ob-
served exclusive-use signals translate into quantified anonymity
degradation.

5 Threat Taxonomy

Exclusive-use systems inherently bind observable signals to spe-
cific users, making even seemingly benign binary events, such as
authentication or access attempts, presence states, or message noti-
fications, semantically meaningful. These signals, though minimal
in isolation, accumulate into behavioral traces that can compromise
anonymity over time. To systematically characterize adversarial
strategies enabled by such observables, we build on the privacy
terminology of Pfitzmann and Hansen [48], extending concepts
such as anonymity, unlinkability, and unobservability to settings
where deterministic, identity-linked feedback supports linkability
and profiling.

Our taxonomy organizes attacks along three dimensions: attacker
capability (who and when), observation method (how), and informa-
tion leaked (what). Each path across these dimensions corresponds
to a concrete strategy for degrading anonymity in exclusive-use
systems. We present the taxonomy in Table 1 along with more
detailed descriptions of the paths for the remainder of this section
as a tool for researchers to apply and model real-world scenarios.

Table 1 grounds the taxonomy in real-world systems, show-
ing paths across diverse platforms and adversarial vantage points.
The examples span from passive sniffing of messaging traffic, to
probing in IoT systems, to privileged log access in enterprise envi-
ronments. This breadth highlights that the taxonomy is not limited
to theoretical constructs: it captures adversarial strategies already
documented across domains. By positioning known attacks within
the same structure, the table demonstrates both the generality of
the taxonomy and its utility for analyzing new threats.

5.1 Attacker Capability

Observation Time. The attacker may operate in a short-lived
setting with only a single opportunity to observe a signal (Sin-
gular), or may collect signals across multiple sessions to support
re-identification and pattern analysis (Longitudinal). Longitudinal
visibility amplifies inference by allowing the attacker to correlate
behavior over time.

Access Level. Attackers may be limited to externally observable
signals and public interfaces (Unprivileged), or may access inter-
nal logs, diagnostics, or telemetry unavailable to standard users
(Privileged).

Locale. Attackers may be nearby in proximity, or embedded in the
same physical or network environment as the user (Local), enabling
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high-fidelity signal capture and timing inference. Alternatively,
operating from a distance (Remote), relying on signals exposed
through public-facing protocols or interfaces.

Scope. Some attackers focus on a single platform or application
(Mono-system), while others correlate behavior across different plat-
forms or services (Cross-system). Cross-system attackers pose a
powerful threat by matching behavioral fingerprints across other-
wise isolated contexts.

5.2 Observation Method

Passive. Passive attackers observe signals without interacting with
the system or triggering responses. This includes capturing data
from shared or open communication channels (Sniffing), monitor-
ing developer-facing analytics that expose state transitions (Exposed
Metrics), correlating observable event timing such as session joins
or authentication attempts (Timing), or accessing application or
system logs that capture user behavior (Logs), or building unique or
identifiable profiles of users or devices from observing legitimate
traffic patterns and behavior (Fingerprinting). These methods ex-
ploit feedback already present in the system without generating
new activity. In practice, passive sniffing may occur at shared sub-
nets, enterprise gateways, or institutional monitoring points where
encrypted traffic metadata is routinely observable.

Active. Active attackers interact with systems to create responses.
This may include forwarding data between users or devices (Relay),
re-sending previously observed packets to manipulate system state
(Replay), sending crafted queries to elicit success/failure or other
binary responses (Probing). Active observation expands visibility
but increases the risk of detection.

5.3 Information Leaked

User Inference. The attacker may resolve a user’s identity through
behavioral matching or direct confirmation (Identity Resolution),
or determine whether a user belongs to a specific group or access-
controlled context (Group Membership). These inferences often
require only minimal visibility and are amplified in exclusive-use
systems.

Relationship Inference. Binary interaction signals may reveal 1:1
entity relationships (Pairwise Linking) or support reconstruction of
larger social or organizational structures based on coordinated pat-
terns of activity (Association Mapping). These inferences undermine
unlinkability and enable network-level profiling.

Behavioral Inference. Attackers can extract rich behavioral in-
formation from repeated signals. They may observe when a user
is online or active (Presence Detection), infer the structure and fre-
quency of activity sessions (Session Attributes), profile the user’s
engagement style based on signal types and frequency (Role Char-
acterization), or construct a consistent signature of user behavior
over time (Behavioral Fingerprint). Exclusive-use systems heighten
the impact of behavioral inference as every signal inherently corre-
sponds to a single user or entity.

5.4 Applying the Taxonomy

The taxonomy is best applied by tracing a path across its three
dimensions: start with the attacker’s capability, then specify the
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Attacker Capability

Observation Time
|- Singular
L Longitudinal
Access Level
Unprivileged
Privileged
Locale
Remote
Local
Scope
|- Mono-system
L Cross-system

Inferring association from one-time authentication [22]
Deanonymizing users in a messaging platform based on recurring activity signals (this paper)

Observing typing and presence indicators via standard interfaces in encrypted platforms (this paper)
Inferring user activity via admin-accessible presence APIs or logs [45]

Extracting website user activity from encrypted traffic traces [37]
Monitoring wired/wireless network traffic to infer user activity (this paper)

Performing inference using metadata within a single encrypted messaging platform (this paper)
Modeling user behavior across multiple subsystems by combining feature vectors [56]

Observation Method
Passive
\— Exposed Metrics Polling presence or status endpoints exposed by APIs [29]
|- Fingerprinting Differentiating users or traffic sources based network traffic structure [37]
+—Logs Inferring user interest based on website logs [45]
+— Sniffing Capturing encrypted wired/wireless network traffic to infer user activity [1]
L Timing Inferring spatial user behavior from observed packet timing offsets [1]
Active
+— Relay Replaying Bluetooth pairing sequences to emulate physical proximity [22]
+—Replay Triggering connectivity by retransmitting previously captured packets [65]
L Probing Detecting valid accounts by querying servers [28]

Information Leaked

User Inference
|- Identity Resolution
L Group Membership
Relationship Inference
|- Pairwise Linking

Matching behavioral patterns across sessions to deanonymize users (this paper)
Inferring group membership in aggregate location datasets [50]

Inferring 1:1 interaction from presence/message interleaving [40]

L Association Mapping Reconstructing social relationships through activity timelines or use [22]
Behavioral Inference
Presence Detection Monitoring online availability signals over time (this paper)
[:Session Attributes Extracting session length and burst gaps from encrypted metadata (this paper)

Role Characterization
L Behavioral Fingerprint

Characterizing user role and/or activity based on multiple dimensions (this paper)
Re-identifying users through recurring binary signal structure (this paper)

Table 1: Taxonomy of attacker strategies in exclusive-use systems. The table organizes exemplar attacks by attacker capability,
observation method, and information leaked, showing how concrete examples map to each node in the taxonomy.

observation method, and finally identify the information leaked. Each
complete path describes a concrete strategy. For instance, an Un-
privileged, Local, Longitudinal adversary using Passive Sniffing may
derive Behavioral Fingerprints from presence and typing bursts
in messaging traffic. In §6, we map the taxonomy onto both our
Microsoft Teams case study as well as brief additional examples,
including WhatsApp event indicators and the IDBleed active BLE
relay attack, to highlight generality.

6 Case Study: Microsoft Teams

We apply our exclusive-use formalization (§3), privacy quantifica-
tion (§4), and taxonomy (§5) to a simulated case study grounded in

behavioral patterns observed in real-world messaging platforms [57].

Observable interaction signals, such as presence activity, typing
indicators, and message sends, are digitized into binary traces that
reflect user-specific activity over time. We focus on Microsoft Teams
as a widely deployed exclusive-use collaboration tool in academic

and corporate environments, where these signals are directly tied
to individual identities. While these binary signals are relatively
sparse over time, we demonstrate that their structured recurrence
and semantic meaning degrades anonymity and enables inference.

We selected Microsoft Teams because, during exploratory traf-
fic analysis, we noticed that certain packet patterns aligned with
user actions such as becoming active, typing, or sending a message.
This was a striking extension of the exclusive-use leakage: not just
low-level protocols, but mainstream collaboration platforms were
emitting binary signals that mapped directly to individual behav-
ior. Teams was also a natural choice because of its prevalence in
enterprise and academic settings, where accounts are closely tied
to specific individuals. Although ethical and practical constraints
prevent us from collecting real user traffic at scale, these initial ob-
servations in our controlled lab environment motivated our design
of simulated user profiles grounded in realistic user activity that
capture the same semantic structure without requiring sensitive
data.
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The evaluation proceeds in four stages. First, we produce a high-
fidelity user activity simulation based on four behavioral profiles.
Next, we apply a series of indistinguishability games across user
pairings and populations, quantifying entropy loss as a metric of
anonymity degradation. The analysis is then expanded to full pool-
based inference scenarios with sixteen users. Finally, we evaluate
re-identification directly via posterior rank across multi-day traces,
further supporting the practical impact of our framework. Through-
out, we report means and dispersion (standard deviation), reference
AH in bits, and provide Bayes vulnerability as a metric of opera-
tional attacker success, as defined in §4.

6.1 Threat Model & Binary Signals

We consider a passive adversary capable of observing encrypted
Microsoft Teams traffic at the network layer, such as access to the
same Wi-Fi network or within an organizational infrastructure.
The attacker cannot decrypt contents but can observe packet sizes
and timings to infer application-layer interactions. The attacker
capability is Longitudinal, Unprivileged, Local, Mono-system, with
no endpoint instrumentation, key material, or API access with the
observation method as Passive Sniffing. The information leaked is
user and behavioral inference, including Identity Resolution, Presence
Detection, Session Attributes, Role Characterization, and Behavioral
Fingerprint.

Concretely, such observation may arise from several realistic
vantage points. In small office or academic settings, an attacker
may be positioned on the same local subnet (shared Wi-Fi or Ether-
net segment) and passively capture encrypted traffic. In enterprise
environments, similar visibility may exist at organizational gate-
ways, firewall appliances, SD-WAN edges, or network monitoring
systems that log packet metadata without decrypting contents. Be-
cause Teams traffic is routed through centralized infrastructure,
these positions naturally enable longitudinal trace collection over
days or weeks without endpoint compromise or privileged API
access.

Digitized Observables from Packet Structure & Patterns. We
analyzed network traffic transmitted from the Teams web client dur-
ing typical feature use and identified deterministic traffic patterns
corresponding to presence changes, typing indicators, and message
submissions. This was conducted in our controlled lab subnet, using
the Google Chrome web browser and network traffic inspection
tool and Wireshark, running on Ubuntu 22.04. Specifically, and as
shown as in Table 2:

e Presence: A two-packet sequence of sizes 184 and 250 bytes is
emitted when a user becomes active after an inactive state (No.
[21, 22]).

e Typing: A recurring tuple begins with a variable-sized packet
Xij, consistent per message, followed by a fixed 205-byte packet
and an 89-byte packet (No. [45, 46, 57], [102, 103, 116], and new
message X1 [217, 218, 230]).

e Message Sent: Each send indicator terminates the current mes-
sage using X; (No. [125, 126]).

Each digitized dimension relies on strict pattern-matching cri-
teria. For example, the Typing indicator is emitted only when the
full tuple (X, 205, 89) is observed in temporal sequence. Deviating
sequences are excluded to avoid false positives to ensure that only
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Figure 2: Taxonomy-augmented digitization pipeline for
Microsoft Teams.

active typing windows are captured. The Presence and Msg Sent
dimensions use similarly restrictive patterns. The digitization to
binary signals of these dimensions are illustrated in Figure 2. Al-
though the raw features (e.g., packet sizes, tuples) are not inherently
binary, the digitization functions D; map only validated semantic
events (presence, typing, message sent) to {0, 1}, ensuring our quan-
tification targets discrete, semantic signals rather than arbitrary
traffic fluctuations.

No.  Source IP Destination IP Pkt. Size  Inference
21 <User IP> <MS Teams IP A> 184 Presence
22 <User IP> <MS Teams IP A> 250 Presence
45 <User IP> <MS Teams IP B> 2937 Typing
46 <User IP> <MS Teams IP B> 205 Typing
57 <User IP> <MS Teams IP B> 89 Typing
102  <User IP> <MS Teams IP B> 2937 Typing
103  <User IP> <MS Teams IP B> 205 Typing
116  <User IP> <MS Teams IP B> 89 Typing
125  <User IP>  <MS Teams IP B> 2937 Msg Sent
126  <User IP> <MS Teams IP B> 928 Msg Sent
217  <User IP> <MS Teams IP B> 3125 Typing
218  <User IP> <MS Teams IP B> 205 Typing
230 <User IP> <MS Teams IP B> 89 Typing

Table 2: Size patterns of real-world Teams user activity net-
work packet traces and illustrating X;.; at packet 217. IP
addresses redacted with representative labels for a single
user and consistent MS Teams IP destinations.

6.2 Simulation Setup

We simulate a workplace environment consisting of sixteen (N =
16) users across four behavioral profiles: Deliberative (Alice), Low
Engagement (Bob), High Frequency (Charlie), and Intermittent (Di-
ane). Each user generates an 8-hour activity trace to simulate an
average workday, including presence, typing, and message sent
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events. Event frequencies are anchored to published messaging
analytics (approximately 300 messages per user per week [57]), pro-
ducing empirically grounded activity distributions. Session bursts,
inter-event timing variability, and user-specific activity rates are
modeled to reflect common workplace communication patterns and
application behavior rather than uniformly random or synthetic
traffic. Presence events are injected after inactivity, typing events
may be abandoned, and messaging sequences reflect real-time inter-
action bursts. We simulate ten runs per user and profile to capture
behavioral variability, dropping the top and bottom outliers during
calculations.

We select N = 16 to provide a meaningful anonymity baseline
while maintaining experimental clarity. With N = 16, the initial
uncertainty is Hy = log, 16 = 4 bits, allowing us to quantify substan-
tial entropy reductions in an interpretable setting. This population
size reflects a realistic set of candidate users observable within a
single workspace, such as a small office, lab, or department on a
larger enterprise subnet, while the framework itself generalizes
to larger populations without modification. Figure 9 provided in
the Appendix presents a rasterized timeline for all users, visually
highlighting the structure and diversity of the activity traces to
support the simulation realism. This setup keeps the semantics of
exclusive-use intact while allowing controlled variation in session
structure, burstiness, and idle intervals.

6.3 Indistinguishability Games (4 Profiles)

We evaluate directional indistinguishability games across four be-
havioral profiles: Alice (A), Bob (B), Charlie (C), and Diane (D).
For each pair, we report both directions (e.g., A* vs B and B* vs A),
where the starred user denotes the true source of the observed trace.
The y-axis in Figure 3 shows the posterior probability assigned to
each candidate, with AH annotated in bits. In the two-user setting,
Bayes vulnerability equals the maximum posterior, thus, when the
true user (*) receives highest probability, it matches the reported
posterior.

Cross-profile pairs are consistently separable. Alice vs Bob yields
posteriors of 0.85 + 0.08 and 0.87 + 0.05, with AH between 0.42
and 0.45 bits. Bob vs Diane and Alice vs Diane show the strongest
separation, with posterior probabilities above 0.97 and entropy loss
up to 0.90 bits. Charlie is likewise well distinguished from Bob and
Diane (AH between 0.58 and 0.63 bits). Alice vs Charlie exhibits the
weakest separation (posterior ~ 0.71, AH between 0.16 and 0.19
bits), reflecting closer behavioral similarity. Directional differences
in AH indicate that some profiles produce more distinctive traces
than others despite equalized message volume.

6.4 Expanded Evaluation (N = 16)

To generalize the pairwise evaluation, we simulate four users per
profile (N = 16) and compute all 120 directional games. We present
a truncated view showing the top, middle, and bottom three pairs
by posterior confidence assigned to the true user in Figure 4, and
provide the full set in Figure 8.

High-confidence cross-profile pairs approach near-deterministic
inference. For example, B; vs D3 and its reverse both exceed 0.997
posterior with AH above 0.97 bits. Similar B3—D; combinations
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Figure 3: Posterior probabilities in directional indistinguisha-
bility games between user profiles. AH denotes entropy loss
in bits.
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Figure 4: Posterior probability assigned to the true user in
selected pairwise games (N = 16).

consistently exceed 0.99 posterior, indicating almost complete sep-
arability. Mid-ranked pairs remain clearly distinguishable but less
extreme. For instance, B} vs C; yields P(true | O) = 0.89 with
AH = 0.55 bits, and B} vs By yields P = 0.90 with AH = 0.54 bits.
In contrast, some same-profile pairs collapse toward chance-level
inference. Examples such as C] vs C3 and C] vs Cz produce pos-
teriors near 0.49 and AH < 0.03 bits. These results confirm that
anonymity erosion scales with behavioral diversity: cross-profile
traces yield rapid entropy reduction, whereas similar behavioral
profiles remain difficult to distinguish.

To validate that the simulated users exhibit structured behav-
ioral variation, we perform PCA on the normalized feature vectors
derived from digitized binary traces. As shown in Figure 7, the em-
bedding reveals separation aligned with the four behavioral profiles.
The first principal component explains 47.6% of the variance and
the second explains 18.9%, indicating that behavioral differences
span multiple dimensions rather than collapsing onto a single dom-
inant feature. This supports that the simulation produces distinct
activity patterns consistent with the attacker’s multidimensional
observation model.
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Pool Evaluation (N=16): AH and Bayes Vulnerability
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Figure 5: Mean entropy loss (AH) and posterior probability
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6.5 Pool Re-identification (N=16)

We evaluate population-scale re-identification with an anonymity
set of N = 16 with four users per profile. For each target trace,
the attacker computes a posterior over all candidates using refer-
ence traces from other runs. Figure 5 reports mean entropy loss
AH and Bayes vulnerability V per user. Across users, observed bi-
nary signals reduce uncertainty by approximately 0.68 to 2.44 bits
(mean 1.2 bits or roughly 30%) out of the 4-bit anonymity space.
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Deliberative and high-frequency users (A and C) exhibit moderate
entropy loss (= 0.78-1.00 bits), while low-engagement and inter-
mittent users (B and D) experience substantially larger reductions.
The strongest case, Do, loses 2.44 bits on average, shrinking the
effective anonymity space from 16 users to fewer than 3. Bayes
vulnerability correspondingly increases from the uniform prior of
1/16 = 6.25% to between 19% and 71%, depending on behavioral
distinctiveness. Several D; and B; users exceed 0.45, indicating near
one-shot identification from behavior alone.

We also report re-identification performance in terms of the true
user’s rank under the posterior. Figure 6 plots, for each evaluated
trace, the posterior probability assigned to the true identity versus
its rank among all N = 16 candidates. Top-1 accuracy is 54.7% and
top-3 accuracy reaches 89.1%, with mean rank 2.23 and median rank
1. The mean posterior assigned to the true identity is 0.275 (uni-
form prior = 1/16 = 0.0625), with maxima approaching 0.832. On
average, this represents an increase of approximately 21 percentage
points over random guessing (from 6.25% to 27.5%), with the most
distinctive users experiencing gains exceeding 64 percentage points.
Together, these results show that even coarse binary interaction
signals substantially reduce anonymity and enable high-confidence
identification within a 16-user population.

6.6 Teams Taxonomy Mapping

Concrete taxonomy paths illustrate the Teams threat model. The
adversary’s Capability is Longitudinal, Unprivileged, Local, Mono-
system: they are simply another observer on the network, without
special credentials, but positioned to collect traces over extended
periods within the same platform. The Observation Method is Pas-
sive Sniffing, relying only on encrypted packet sizes and timings.
The resulting Information Leaked spans Behavioral Inference with
presence detection, session attributes, and behavioral fingerprints,
as well as User Inference via identity resolution. Positioned this way,
the taxonomy makes explicit how limited observability and minimal
signals accumulate into re-identification power in exclusive-use
environments such as Teams.

6.7 Additional Applications of the Taxonomy

We briefly illustrate two additional applications, WhatsApp message
traffic and the IDBleed BLE active relay attack, to demonstrate the
generalization of the taxonomy to other domains.

Taxonomy: WhatsApp. In controlled tests, we observed that
WhatsApp produces distinctive encrypted traffic bursts, with packet
size and sequencing patterns reflecting typing, individual chat focus
changes, and message send events from a unique IP to a WhatsApp
application IP. Specifically, we notice a packet of size 134 bytes
when a user begins typing to another single user (136 bytes for
groups) and another packet of equal size when they stop. Similarly,
packets of sizes 211-213 bytes when changing chat focus, and a
packet size of 101 bytes following a larger packet containing the
message data, after a sent message ((< msg >, 101)). Although
content is protected, these repeated structures can be digitized into
binary observables in the same manner as Teams.

Mapping through our taxonomy, the attacker has Longitudinal,
Unprivileged, Local, Mono-system capability, applies Passive Sniffing,
and infers Behavioral Fingerprints and Identity Resolution. Even a
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Figure 8: Pairwise indistinguishability results for all 120 user pairs (N = 16), with the clear separation between users with
different profiles reflecting varying degrees of anonymity degradation.

single conversation partner can therefore leak recognizable activity
patterns.

Taxonomy: IDBleed. The IDBleed work demonstrated that Blue-
tooth Low Energy (BLE) pairing protocols between trusted, exclusive-
use devices expose binary success/failure outcomes that can be
exploited through an active relay attack to track users [22]. An at-
tacker relays packets between trusted devices to probe connection
attempts, learning whether authentication succeeded, subsequently
deanonymizing the device and user.

Applying our taxonomy, this corresponds to Singular, Unprivi-
leged, Remote, Mono-system capability, using an Active Relay method,
leaking both Group Membership (is the target associated with this
device?) and Identity Resolution (linking the user to a randomized
BLE MAC address after observing the authentication success/failure
response). This case complements our Teams and WhatsApp eval-
uations by showing that exclusive-use leakage extends beyond
messaging applications into lower-level protocols, reinforcing the
generality of our formal model and taxonomy.

7 Mitigation Strategies

Defending against anonymity degradation in exclusive-use systems
requires mitigations to constrain adversarial capabilities, limit ob-
servability, or reduce information leakage, corresponding with our
taxonomy dimensions (§5).

Limiting Attacker Capability. Restricting access to internal diag-
nostics, telemetry feeds, and interface state is a critical mitigation
against privileged adversaries. Enforcing strict access controls, min-
imizing debug output in production environments, and auditing
API exposure can significantly limit internal signal leakage [29, 46].
For example, isolating data available from user-accessible domains
can prevent attackers from inferring presence or activity through
privileged vantage points. Systems should adopt the principle of
10

least privilege not only for users but also for internal services, espe-
cially in mobile and embedded environments where such channels
are often exposed by default.

To defend against local attackers, such as co-resident adversaries
on shared networks or physically proximate sniffers, systems must
reduce the fidelity of externally observable signals. Techniques such
as traffic shaping [16, 64] and cover traffic [33] can obscure timing
relationships and suppress identifiable bursts. Randomized trans-
mission intervals and padding mechanisms can degrade the preci-
sion of passive observers [16, 54]. These defenses are particularly
relevant in corporate or campus environments where unprivileged
local observers can easily monitor broadcast or multicast channels.

Cross-system correlation is a powerful capability that allows
attackers to match behavioral fingerprints across otherwise siloed
services. Limiting the uniqueness of interaction patterns, espe-
cially at the binary signal level, is essential. Techniques such as
random traffic injection to suppress behavior templates or finger-
printing [12] and deliberate introduction of ambiguity into interac-
tion streams [22] can reduce inter-context linkability. Additionally,
systems can randomize feedback mechanisms such as presence
indicators to make them less temporally consistent across services.
Implementing asynchronous interactions or batching data can help
break cross-system timing [7].

To resist longitudinal inference, systems should adopt ephemeral
identifiers, limit persistent behavioral exposure, and rotate observ-
able patterns where feasible [4, 22-24, 32, 36, 38, 54]. Session-based
obfuscation, such as time-bounded access tokens, location nonces,
or short-lived activity logs, can help constrain the attacker’s obser-
vational window [21]. Periodically resetting feedback mechanisms
or introducing noise over long time spans ensures that consistent
patterns are less effective in inferring reliable identifiers due to
traffic analysis.

Limiting Observation Methods. Because passive attackers ex-
ploit signals already exposed by the system, defenses must focus
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on minimizing external observability and limiting the precision of
leaked information. To counter sniffing and timing-based inference,
traffic-level defenses such as padding, shaping, and randomized
delays can obscure binary signal boundaries [16, 63]. For example,
shaping login or message delivery responses to occur at fixed in-
tervals regardless of true event timing prevents adversaries from
correlating presence or activity with high fidelity in large user sys-
tems. To mitigate leakage from logs or exposed metrics, systems
should sanitize diagnostic outputs, enforce strict audit controls, and
disable unnecessary telemetry in production environments [26, 49].
Systems should treat all externally visible state changes as po-
tentially sensitive and enforce minimization-by-default design or
configuration.

To mitigate active relay and replay attacks, systems should en-
force nonce-based freshness checks and rate-limiting policies that
prevent reuse of prior messages [9, 39]. Mitigating probing requires
input validation, rate-limiting, conservative error handling, and
proper access controls to avoid revealing semantic characteris-
tics or functionality. For fingerprinting, systems should random-
ize protocol-level identifiers, response sizes and timing, or feature
orderings, making it harder for attackers to distinguish users or
devices based on interactions [22, 63]. System designers should as-
sume that even low-rate interactions can leak information and build
defenses to prevent unintentional unique metadata or telemetry.

Reducing Information Leakage. Exclusive-use systems pose a
high risk for user inference, as every signal is attributable to a single
individual. To mitigate identity resolution and group membership
attacks, systems can reduce the uniqueness of individual behav-
ior patterns and limit metadata exposure. One practical strategy
is to introduce behavioral ambiguity through randomized or ob-
fuscated signal mechanisms [3]. Another approach is to decouple
signals from stable identifiers by using rotating session identifiers
or unlinkable authentication tokens [8]. These techniques prevent
adversaries from linking binary events back to a persistent identity,
reducing both direct and statistical re-identification attacks.

Binary signals that co-occur across users or sessions can expose
interpersonal relationships or support broader association mapping.
To mitigate pairwise linking, systems should randomize or sup-
press observable timing patterns that reflect direct exchanges [64].
Buffered delivery, message batching, and varying messaging inter-
vals help desynchronize communication events that would other-
wise reveal social ties [7, 15]. For larger-scale association mapping,
designs can adopt indirection techniques, such as server-mediated
batching [59], that blur the group topology reflected in user activity.
These defenses reduce the ability to observe interaction sequences
and reconstruct relational graphs.

Behavioral inference is particularly difficult to defend against
in exclusive-use systems due to the semantic weight of each sig-
nal. To mitigate presence detection and reduce inference accuracy,
systems can strategically introduce uncertainty into observable
signals by coarsening timestamps, grouping signals into activity
windows, or injecting synthetic traffic [22]. Role characterization
and user fingerprinting can be mitigated by reducing behavioral dis-
tinguishability and anonymity loss, for example through padding,
randomized interaction sequences, or cover traffic that make users
less separable in their usage profiles [33]. Importantly, systems

11

Proceedings on Privacy Enhancing Technologies YYYY(X)

should limit deterministic feedback such as typing indicators or
read receipts, as these signals introduce predictable structures that
can persist across sessions.

8 Discussion

Using the Framework for Mitigation Evaluation. The frame-
work is designed not only to characterize exclusive-use leakage, but
to measure the impact of mitigations. Because interaction signals
are explicitly digitized and inference is quantified through entropy
reduction and Bayes vulnerability, defenders can evaluate a system
before and after a design change and directly compare resulting
anonymity loss. A mitigation that reduces AH, lowers vulnerability,
or shifts true-rank outcomes toward uniform behavior provides
measurable evidence of improved privacy. The taxonomy further
clarifies which attacker capabilities and observation methods are
being constrained. Together, this enables a quantifiable and ac-
tionable workflow for identifying and reducing anonymity risk in
exclusive-use systems.

Applicability Beyond Case Studies. Exclusive-use leakage is not
limited to messaging platforms. Our framework naturally extends
to enterprise VPNs, cloud APIs, smart systems, physical access
controls, and other systems where observable user or device activ-
ity such as authentication, bi-directional data flows, and system
state serve as binary signals. These observable signals, while es-
sential for functionality, can expose identity or group affiliation
when linked over time. Our framework provides a formal toolset
to quantitatively reason about risks and model threats across these
exclusive-use environments.

Assumptions and Limitations. Our case study evaluation models
passive adversaries and assumes accurate digitization of semantic
signals from encrypted traffic. While this assumption is grounded in
prior work and validated through controlled simulations, real-world
deployments, particularly with mitigations previously discussed,
may introduce variability that complicates signal extraction. In addi-
tion, the behavioral traces used in our analysis are simulated, based
on published analytics of messaging usage rather than real-world,
empirical traffic captures. While this approach limits our ability
to generalize findings to more diverse populations or operational
environments, it reassuringly preserves user privacy and supports
controlled evaluation to demonstrate the significant degradation of
anonymity from binary signals.

Timing-Aware Inference vs. Volume-Only Baseline. To evalu-
ate the importance of temporal structure, we compare our timing-
aware feature model against a naive baseline that relies only on
aggregate event counts (presence, typing, and message totals) with-
out session or burst structure. Under true-rank re-identification,
the timing-aware model achieves 54.7% Top-1 accuracy and 89.1%
Top-3 accuracy, with mean rank 2.23 and median 1. In contrast,
the volume-only baseline achieves 44.4% Top-1 accuracy and 71.9%
Top-3 accuracy, with mean rank 2.79 and median 2. Overall, timing-
aware inference improves Top-1 accuracy by 10.3 percentage points
and Top-3 accuracy by 17.2 percentage points, confirming that re-
identification is driven not only by the amount of binary signals,
but by when and how they occur over time.
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Cross-System Correlation and Advanced Adversaries. The
general threat model can be extended to adversaries who corre-
late activity across systems. For example, an attacker observing
VPN authentication timestamps might match them with other bi-
nary signals from messaging traffic to identify remote employees,
allowing for a reduction in the anonymity set. Even if each sys-
tem preserves anonymity with their own mechanisms, evaluating
the intersection of compiled data can significantly reduce attacker
uncertainty. This greater threat from advanced adversaries with
broader access underscores the need for privacy analysis that cov-
ers multiple exclusive-use systems making up a larger ecosystem.
Advanced adversaries may also attempt to utilize deeper statistical
analysis or machine learning. While such approaches can scale to
large deployments, they often require structured inputs or labeled
training data. Our formalization offers a principled foundation for
defining inference goals and measuring anonymity degradation
in ways that complement or guide these techniques. Rather than
replacing formal analysis, machine learning may benefit from the
structure and interpretability our framework provides.

Imposed Consent. Our findings expose a deeper design flaw in
exclusive-use systems: they force a model of imposed consent. Be-
cause these binary signals, and network traffic in general, are ef-
fectively leaked emissions from essential system operations, users
cannot meaningfully opt out. Every interaction contributes to a
behavioral fingerprint, often without awareness or recourse, result-
ing in involuntary identity exposure. We argue that this systemic
leakage raises significant tension with data protection principles
such as those outlined in the General Data Protection Regulation
(GDPR) [25], which emphasize informed consent and data minimiza-
tion. Exclusive-use systems silently expose user and device interac-
tion data at and below the application layer, typically lacking user
disclosure or control beyond toggling superficial settings like read
receipts or typing indicators. While such systems may not store ex-
plicit identities, the persistent observability of interaction patterns
introduces a meaningful privacy risk that warrants scrutiny and re-
consideration under evolving interpretations of data protection law.

Impact and Consequences. Our findings reveal that digitized
binary signals in exclusive-use systems, even when anonymized
and encrypted, can carry behavioral fingerprints strong enough to
compromise anonymity. The entropy losses observed in our pair-
wise and population-scale experiments from our Microsoft Teams
case study translate into meaningful privacy erosion: a reduction
in attacker uncertainty, an increase in confidence, and the potential
for profile linkability across time or systems.

These attacks do not require content inspection or explicit user
identifiers. Instead, they operate entirely on structural patterns
derived from interaction signals. In practical terms, an adversary
monitoring Teams traffic could probabilistically associate typing
bursts with individual users, narrow candidate sets across messages,
or link session behavior across applications. The risk compounds
over time, and across platforms, making exclusive-use systems
uniquely vulnerable to these hidden anonymity threats. Moreover,
in operational environments a local observer can often correlate
link- or network-layer identifiers (e.g., MAC/DHCP/IP bindings
available to infrastructure operators) with observed behavioral
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fingerprints, enabling eventual deanonymization of the individual
behind a device even when only encrypted traffic is visible.

Future Work. Several directions warrant further research. One
is the development of leakage scoring metrics to quantify system
vulnerability under varying attacker capabilities, enabling com-
parative evaluations across architectures. Another is the formal
modeling of plausible deniability and uncertainty windows, cap-
turing conditions under which users retain ambiguity despite ob-
servable interaction signals. In addition, future work could apply
this framework to real-world datasets under privacy-preserving
conditions, enabling empirical validation of behavioral leakage in
deployed systems. Cross-system evaluation is another promising
direction, examining how exclusive-use patterns in one platform
may reinforce identifiability in others, using data from a holistic,
day-in-the-life capture of users of enterprise infrastructure common
in offices and academic universities. Practically, the taxonomy and
quantification tools developed here could support system audits
or compliance reviews, helping identify privacy risks in network
traffic previously considered benign.

As encryption increasingly protects content and metadata in
various real-world contexts, we expect observable behavioral sig-
nals, and network traffic in general, to become a dominant privacy
concern as a relatively underexplored gap. By formalizing how
these binary observables contribute to anonymity loss, our work
provides a foundation for rigorous analysis and defense of privacy
in exclusive-use systems.

Ethical Considerations. This research does not involve human
subjects or private, real-world user data. To minimize ethical risk,
we avoided scraping or collecting third-party data. All evaluations
were performed using simulated user activity traces, derived from
controlled packet captures in an isolated lab environment to study
network traffic sequences. We recognize that the analytical tech-
niques described in this paper could be misused for surveillance or
behavioral tracking. To mitigate dual-use concerns, we emphasize
transparency, simulation reproducibility, and a focus on defensive
applications. Our intent is to support system designers and privacy
researchers with tools to understand and mitigate privacy risks,
not to facilitate adversarial attacks.

9 Related Work

Behavioral Inference from Metadata. Side-channel attacks have
evolved from physical hardware leaks [27, 34, 43] to logical in-
ferences drawn from encrypted or metadata-only traffic. Acar et
al’s Peek-a-Boo attack [1] demonstrated that smart home activi-
ties can be inferred through traffic burst patterns, even when pay-
loads are encrypted. Similarly, IDBleed [22] showed how binary
success/failure signals can expose device affiliations. Hayes and
Danezis [37] applied machine learning to identify websites from
encrypted traffic traces, while Panchenko et al. [47] used packet
attributes measures to assess fingerprinting leakage. These works
focus on specific application domains or classification tasks, not
anonymity degradation from recurring binary signals.

Metadata Exposure in Messaging Systems. Encrypted messag-
ing platforms often reveal fine-grained metadata such as presence,
typing indicators, or delivery receipts. Systems like Vuvuzela [60]
and Stadium [59] introduce mix networks and differential privacy
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mechanisms to obscure metadata, routing messages through privacy-
preserving infrastructure to achieve strong privacy guarantees.
However, these efforts primarily target one-shot exposure or protocol-
specific risks, and generally do not address the impact of repeated
observables in exclusive-use scenarios.

Quantifying Privacy Loss. QIF offers a formalism for measuring
adversary knowledge gain. Smith [55] and Alvim et al. [2] define
entropy-based measures of secrecy degradation. Extensions of QIF
have been used to evaluate probabilistic programs and quantify
leakage under various attacker models [6, 13]. Indistinguishabil-
ity games [41] provide an alternative framework for reasoning
about adversarial advantage in structured guessing scenarios. Our
work builds on both perspectives to evaluate how even determin-
istic binary signals, such as typing or access events, can degrade
anonymity over time.

In the context of anonymity systems, Diaz et al. [17] analyze
anonymity systems using Shannon entropy to measure uncertainty
over sender identities, focusing on mix-based routing models and
theoretical anonymity sets. Troncoso and Danezis [58] extend this
approach by applying Bayesian inference and Markov Chain Monte
Carlo techniques to analyze anonymity degradation in mix net-
works under probabilistic routing models. Guirat et al. [35] further
refine these analyses by studying anonymity under partial network
visibility, modeling how incomplete observations affect posterior
distributions.

In contrast to routing-centric anonymity analyses, our work
applies QIF metrics to exclusive-use systems, where observable
binary application-level events are inherently identity-linked and
accumulate longitudinally. Rather than modeling path uncertainty
in mix networks, we derive posterior distributions directly from
behavioral traces and quantify anonymity degradation using both
entropy loss and Bayes vulnerability. While entropy captures overall
uncertainty reduction, Bayes vulnerability provides an operational
measure of attacker success—the probability of a correct one-shot
guess—enabling direct comparison of attacker effectiveness and
quantitative evaluation of mitigation strategies.

Privacy Attack Taxonomies. Prior work has proposed domain
specific taxonomies that organize privacy threats within particu-
lar technical contexts. Vidanage et al. survey attacks on privacy
preserving record linkage, structuring adversarial goals and link-
age vulnerabilities within a protocol specific model [61]. Work on
PRASH by Bugeja et al. combines an entity-based taxonomy with
attack trees and risk scoring tailored to IoT and smart homes envi-
ronments [11]. Moving toward machine learning privacy attacks,
Rigaki et al’s taxonomy distinguishes inference, extraction, and
property leakage threats unique to ML pipelines [53]. Ratnayake et
al. [51] review federated learning taxonomies, categorizing threats
by data distribution, aggregation, and model update exposure, while
Boussada et al. [10] survey contextual privacy attacks in networked
systems and classify anonymity, pseudonymity, unlinkability, and
unobservability violations across communication protocols. In con-
trast to these domain constrained frameworks, our taxonomy is
defined for exclusive-use systems and is grounded in the attacker’s
view of binary observable signals.

Cross-System Fingerprinting. Cross-domain behavioral correla-
tion magnifies the impact of observable signals. Arapinis et al. [5]

13

Proceedings on Privacy Enhancing Technologies YYYY(X)

L S
& A > f & Of W,QQ &
OFSTFF & &
SETEFT
F O LS F LT YT S
FESTSTTSSs
Work LIRS RO S N
Peek-a-Boo [1] v X x v ox x v X
IDBleed [22] v X voXx o x x v X
k-fingerprinting [37] X X X Vv X X X X
Alvim [2] X x v v x vV X X
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Table 3: Comparison of our work with related efforts.

show that protocol-level identifier reuse in mobile systems can
reveal session-level behaviors. Reardon et al. [52] catalog how mo-
bile apps expose user behavior through unauthorized data flows,
while Wang et al. [62] and Li et al. [44] demonstrate that app us-
age patterns can be linked to unique user behavior. These works
illustrate user fingerprinting feasibility from signals, but do not de-
fine a general framework for evaluating binary observables across
exclusive-use systems.

Systematization and Scope. Systematization efforts have con-
textualized these risks across broader domains. Zheng et al. [66]
synthesize users’ smart home privacy perceptions, while Reardon
et al. [52] document privacy risks in mobile ecosystems. Despite
growing awareness of inference risks, prior work lacks a unifying
formalism for modeling and quantifying anonymity degradation
from low-level signals.

Comparison Summary. Prior work has exposed metadata leak-
age and behavioral inference in targeted domains, but few efforts
address anonymity degradation in exclusive-use systems. Our work
formalizes binary interaction signals as a distinct class of leakage,
develops an attack taxonomy, and introduces an evaluation frame-
work grounded in entropy and distinguishability. We provide a
summary of selected works in Table 3.

10 Conclusion

This paper examined privacy risks in exclusive-use systems, show-
ing that seemingly low-value signals such as presence, typing, and
message sends can be digitized into semantic multidimensional vec-
tors that support probabilistic re-identification and a meaningful pri-
vacy threat. Our formal model combines anonymity-set reduction,
entropy-based analysis, Bayes vulnerability, and indistinguishabil-
ity games, and our case studies across messaging applications and
protocols demonstrate that these binary observables consistently
leak behavioral structure. We introduced a taxonomy that organizes
exclusive-use privacy attacks by capability, observation method,
and leaked information for practical modeling. Our framework
provides the first cross-domain foundation for analyzing exclusive-
use leakage, enabling defenders to formally model exclusive-use
systems under realistic attacker assumptions and to quantitatively
evaluate the privacy impact of proposed mitigations using entropy
and vulnerability-based metrics.
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A Additional Figures

This appendix includes additional evaluation results and visualizations.

User Activity Timeline (Presence, Typing, Message Sent)
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Figure 9: Raster timeline of simulated user activity. Rows represent users, and markers indicate presence, typing, and message
events over time.
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