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Kernel Tap Point

@ An execution point, e.g.,
» an instruction
» a function call
» a function called in a particular context
where active kernel execution monitoring, e.g., creation,
traversal, or deletion of
» processes
» sockets
» files
» other kernel objects

can be performed



Why Uncoverying Them

sys_tork(){

create_process();
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sys_tork(){
create_process();

}

@ Increasingly, kernel malware is using the internal functions (e.g.,
create_process) to create kernel objects



Why Uncoverying Them

sys_tork(){

create_process();

}

@ Increasingly, kernel malware is using the internal functions (e.g.,
create_process) to create kernel objects
@ Identifying the internal functions or instructions will be useful in
applications:
» Virtual machine introspection
» Kernel malware detection
» Kernel malware profiling



Examples of Kernel Tap Points

Content
. Tap Code
Read Write
c14f 30a0 <schedul e>:
c14f 33fd c14f 33fd: nov - 0x58( %ebp) , %edx
c14f 3400 c14f 3400: nmv - 0x5c( %bp) , Yeax
c14f 3405 c14f 3405: nov %esp, 0x318( Yeax)
c14f 340b c14f 340b: nov 0x318( %edx) , %esp

cl4f 3411: nov| $0xc14f 3433, 0x320( ¥eax)
c14f 341b: pushl  0x320( %edx)

c14f 3421: nov 0x204( %edx) , %ebx

c14f 3427: nov Y%ebx, % s: Oxc17f 8694
c14f 342e: jm c1001e80 <__switch_to>
c14f 3433: pop Y%ebp
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Examples of Kernel Tap Points

Content
Read Write
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c20f 0120

Tap

c14f33fd
c14f 3400

c14f 3405
c14f 340b

Code

c14f 30a0 <schedul e>:

c14f 33fd:
c14f 3400:

c14f 3405:
c14f 340b:
cl4f 3411:
c14f 341b:
cl14f 3421:
cl14f 3427:
c14f 342e:
c14f 3433:

- 0x58( %ebp) , %edx
- 0x5c(%ebp) , Yeax

%esp, 0x318( Yeax)

0x318( %edx) , Y%esp
$0xc14f 3433, 0x320( ¥eax)
0x320( %edx)

0x204( %edx) , Y%ebx

%ebx, % s: 0xc17f 8694
c1001e80 <__switch_to>
Y%ebp



Examples of Kernel Tap Points

Content
Read Write
¢c035dc00
cf e91690
¢20f 0120
c24e0f e4

Tap

c14f33fd
c14f 3400

c14f 3405
c14f 340b

Code

c14f 30a0 <schedul e>:

c14f 33fd:
c14f 3400:

c14f 3405:
c14f 340b:
cl4f 3411:
c14f 341b:
cl14f 3421:
cl14f 3427:
c14f 342e:
c14f 3433:

- 0x58( %ebp) , %edx
- 0x5c(%ebp) , Yeax

%esp, 0x318( Yeax)

0x318( %edx) , Y%esp
$0xc14f 3433, 0x320( ¥eax)
0x320( %edx)

0x204( %edx) , Y%ebx

%ebx, % s: 0xc17f 8694
c1001e80 <__switch_to>
Y%ebp



Examples of Kernel Tap Points

Content
. Tap Code

Read Write
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to task s

c035dcO c14f 33fd c14f 33fd: nov - 0x58( %ebp) , %edx
cfe91690 c14f 3400 c14f 3400: nov - 0x5c( %bp) , Yeax

c20f 0120 c14f 3405 c14f 3405: nmov %esp, 0x318( Yeax)
c24e0f e4 c14f 340b m) c14f 340b: nov 0x318( %edx) , ¥%esp

cl4f 3411: nov| $0xc14f 3433, 0x320( ¥eax)
c14f 341b: pushl  0x320( %edx)

c14f 3421: nov 0x204( %edx) , %ebx

c14f 3427: nov Y%ebx, % s: Oxc17f 8694
c14f 342e: jm c1001e80 <__switch_to>
c14f 3433: pop Y%ebp



Examples of Kernel Tap Points

Content
Tap Code
Read Write

Switched- c14f 30a0 <schedul e>:
4! to task st
c035dcO c14f 33fd c14f 33fd: nov - 0x58( %ebp) , %edx
cfe91690 Switched- c14f 3400 c14f 3400: mov - 0x5¢( %ebp) , Yeax
from task

c20f 0120 c14f 3405 c14f 3405: nov %esp, 0x318( Yeax)
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c14f 342e: jnp c1001e80 <__switch_to>
c14f 3433: pop Y%ebp
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Why Uncovering the Tap Points is Challenging

@ Large code base of an OS kernel
Millions of instructions
Hundrends of thousands of functions
Tens of thousands of kernel objects
© Complicated control flow
Asynchronized events
Interrupts (e.g., timer, keystrokes)
Non standard control flow
Exceptions (e.g., page fault)



Introducing AUTOTAP

AUTOTAP: a system for AuTomatic uncovering of TAP points directly ‘
from kernel executions.
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Introducing AUTOTAP

AUTOTAP: a system for AUTOmatic uncovering of TAP points directly
from kernel executions.

Key Approaches

@ Classifying the complicated execution contexts into hierarchical
structures
@ Associating kernel objects with the identified execution context
© Deriving the TAP points based on the execution contexts and the
identified kernel objects
From object access (read, write, allocation, deallocation, initialize,
traversal)
From hardware level events (e.g., interrupts)
From system call level events

to infer the meaning of instructions and functions



Scope and Assumptions

@ Linux kernel and x86 architecture
@ Assume the knowledge of kernel APIs and its argument types

» kmalloc, kfree
» kmem_cache_alloc, kmem_cache_free
» vmalloc, vfree.

© Access of (some) header files for kernel driver development (they
are open and needed when developing kernel modules)



How AUTOTAP Works
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Kernel Object Tracking (ARGOS [ZL15])

Test cases II

Userspace ~ ——
Kernel space Guest OS Kernel
[
| £
Object Access Kernel Object S
Resolution Tracking
Meta-Data
VMM
Q
£
Tap Points £
[e]
Log Uncovering Result
A

@ Tracking the object life
time (kmalloc/kfree etc)

© Assigning a static type to
the dynamic object
(callsite-chain of kmalloc)

© Tracking the object size
(well-known APIs,
header files)

© Tracking object relations
(flow propagation,
REWARDS [LZX10])
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Object Access Resolution

ental Results

Test cases I

User space
Kernel space Guest OS Kernel
b
Object Access Kernel Object
Resolution Tracking

Meta-Data II

VMM

Tap Points
Uncovering

@

'e Offline 9% Online H

ssions & Related Work

Goal

Identify the specific kernel
execution context, when an
instruction accessing a
monitored object.

Challenges

@ Context switches

@ Interrupts (bottom half,
top half)

© kernel thread



Object Access Resolution

Stack (p,)
Stack (p,)
<Zii:>

User space

Kernel space
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Object Access Resolution

Kernel space
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Syscall;

Stack (p,)
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Object Access Resolution

Hierarchy

Stack (p,)

Stack (p,)

User space 0 Top level

Kernel space @ system call

@ top-half

@ bottom-half

@ Middle level
(function call
chain)

© Lowest level
(instructions)

Stack (w)
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Object Access Resolution

Key Observations

@ Tracking sysenter/sysexit, and the eax = system call
context

@ Tracking the esp changes—context switches need to exchange
kernel stack (esp) = context switches
©Q Interrupt handler

The begining of an interupt handler and the ending iret = top half
Kernel stack (esp) exchange, no sysenter = bottom half




Tap Points Uncovering

VMM

——— Goal
User space I Perform an offline analysis to
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VMM .
© Object Traversal

© Object Field Read
© Object Write
© Object Initialization

——— Goal
bserspace It | Perform an offline analysis to
Kemelspace Guest 0S Kernel further derive the tap points
for each type of kernel object
A £
Object A Kernel Obj 5 .
o et S Tap Points of Interest
@ Object Creation
Meta-Data @ Object Deletion
£
a

Tap Points
Log Uncovering Result




Tap Points Uncovering

Category | Behavior
Creation (O)) | O; is created by calling kmalloc
Deletion (O;) | O; is freed by calling kfree
Read (O;, Fj) | A memory read field F; of O;
Fj)
Fj)

Traversal (O;, Read (O;, Fj) A F;j € pointer field
Write (O, A memory write to field j of O;
Initialization (O;, F) Write (O;, Fj) A first time write to F;
Others | Other contexts, e.g., periodical access

Table: Resolved access types based on the behavior.
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Experiment Setup

Experiment Environment
e QEMU-1.6.2
@ 64-bit Intel Core i-7 CPU with 8GB physical memory
@ Host OS: ubuntu-12.04 with 3.5.0-51-generic.

Input to AUTOTAP

@ System call specification
@ Kernel API specification
© Kernel header files

Q Test suites:

Linux Kernel Test Suite: 1tp-20140115
User Level: spec2006, lmbench-2alpha8



Type Resolution Result for Each Kernel

W Untyped
[ Typed by Header Files
B Typed by Kernel API

2,500

2,000

1,500

1,000

#Syntactic Data Structure

500

2.6.28
2.6.29
2.6.30

mean

I
\n
<
)

2.6.27.18
2.6.31.8
2.6.32.8
2.6.33
2.6.38.8
3.2.58

Linux Kernel
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Tap Points for Important Kernel Data Structures

Category Semantic #Syntactic Creation Deletion RTaversal Ntraversal FRead
Type Type PCT [ TFCT | TPCT [ [FCT | TPC] | |FC] | TPC] | |FCT | TPC] | |FC

task_struct 6 1 0 1 0 98 93 725 6 1024 24
pid 6 1 0 1 0 2 1 15 3 50 1
Process task_delay_info 6 1 0 1 0 0 0 0 0 24 4
task_xstate 7 2 0 1 0 0 0 0 0 38 1
taskstats 2 1 0 1 0 0 0 0 0 27 0
anon_vma 7 1 0 1 0 0 0 5 1 8 1
Memory mm_struct 4 2 0 1 0 0 0 21 8 235 32
vm_area_struct 44 7 0 2 0 84 94 113 1 395 1
TCP 3 0 1 0 1 7 0 74 8 1023 | 137
UDP 2 0 1 0 1 0 0 0 0 0 84
UNIX 4 0 1 0 1 8 0 29 4 118 36
neighbour 7 1 0 1 0 2 0 4 0 113 15
inet_peer 1 1 0 1 0 0 0 0 0 23 1
Network rtable 7 1 0 1 0 0 0 11 0 155 3
nsproxy 1 1 0 1 0 0 0 1 0 6 0
request_sock_TCP 2 1 0 1 0 0 0 1 0 70 8
skbuff_fclone 7 0 1 0 1 0 0 76 78 89 161
skbuff_head 53 1 1 0 1 1 0 152 78 148 161
sock_alloc 4 1 0 1 0 0 4 64 2 59 34

Table: The statistics for the uncovered tap points for the observed semantic
types of 1inux-2.6.32.8 in slab/slub allocators
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Tap Points for Important Kernel Data Structures

Category Semantic #Syntactic Creation Deletion Rraversal Nraversal FRead
Type Type [PCT T [FC PC FCI | TPCI [ [FC PC FCI | TPCI ] [FC
bio-0 94 0 1 0 1 3 0 18 0 123 30

biovec-16 5 0 1 0 1 0 0 0 0 0 26
biovec-64 4 0 1 0 1 0 0 0 0 1 30
io_context 17 1 0 1 0 0 0 7 2 15 7
request 60 0 1 0 1 13 99 22 0 164 2
dentry 85 1 0 1 0 80 4 321 4 197 10
ext2_inode_info 4 1 0 1 0 6 17 74 12 136 262
ext3_inode_info 21 1 0 1 0 6 19 38 35 580 348
File fasync_struct 1 1 0 1 0 0 0 1 0 1 1
file_lock 10 1 0 1 0 11 6 17 0 1138 3
files_struct 4 1 0 1 0 0 3 25 10 41 41
file 33 1 0 1 0 4 5 227 7 352 4
fs_struct 4 1 0 1 0 0 0 9 2 44 3
inode 5 1 0 1 0 2 5 5 8 15 113
journal_handle 124 1 0 1 0 0 0 28 0 25 0
journal_head 82 1 0 1 0 19 0 66 0 50 0
proc_inode 9 1 0 1 0 0 0 6 3 33 95
sysfs_dirent 36 1 0 1 0 12 0 7 0 31 0
vfsmount 4 1 0 1 0 31 0 21 8 63 3

Table: The statistics for the uncovered tap points for the observed semantic
types of 1inux-2.6.32. 8 in slab/slub allocators

18/29



Tap Points for Important Kernel Data Structures

Category Semantic #Syntactic Creation Deletion Riaversal Niaversal FRead
‘ ‘ Type ‘ Type ‘
IPC mqueue_inode_info 1 1 0 1 0 0 0 15 2
shmem_inode_info 8 1 0 1 0 0 4 0 16 107 194
fsnotify_event 19 1 0 1 0 1 0 8 2 24 2
inotify_event_private_data 19 2 0 1 0 0 0 3 0 2 0
Signal inotify_inode_mark_entry 1 1 0 1 0 1 0 7 1 25 1
sighand_struct 6 1 0 1 0 0 0 0 0 66 4
signal_struct 6 1 0 1 0 0 12 1 4 265 36
sigqueue 17 1 0 1 0 4 2 8 2 8 0
Security cred 41 2 0 1 0 0 3 28 3 352 1
key 4 1 0 1 0 0 10 4 0 53 3
buffer_head 61 1 0 1 0 20 0 21 0 423 0
cfq_io_context 17 1 0 1 0 2 0 15 3 39 1
cfq_queue 15 1 0 1 0 0 0 17 5 106 1
Other idr_layer 12 1 0 3 0 5 5 1 3 19 3
names_cache 58 2 0 3 0 0 0 0 0 16 10
k_itimers 1 1 0 1 0 1 0 12 0 24 24
radix_tree_node 56 1 0 1 0 10 3 2 3 22 9
jod_revoke_record_s 14 1 0 1 0 1 0 0 0 7 0

Table: The statistics for the uncovered tap points for the observed semantic
types of 1inux-2.6.32. 8 in slab/slub allocators
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Applications—Hidden Process ldentification

@ Providing invisible service to attackers
@ Typical approaches to hide a process:
@ Modifying ps/pslist binary
@ Modifying the system libraries (e.g., g1ibc), dynamic linker
structures (p1t/got table), system call tables, or corresponding

operating system functions that report system status
© Direct kernel object manipulation (DKOM).

19/29



How to detect the hidden process?

Guest VM

, N
TS \gsoL
&
Y
Guest Kernel %

4
I
VMM
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How to detect the hidden process?

Guest VM
’ D CPU time metric
e MHSQL% @ The most reliable source
i (tamper-proof) for rootkit
Guest Kernel % detection.
A @ How to get the CPU execution
I time for a process using the tap
VMM points?
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The Tap Points Catching the CPU Execution

Content
Read Write

Switched- c14f 30a0 <schedul e>:
4J| to task T
c035dcO c14f 33fd c14f 33fd: nmov - 0x58( %ebp) , %edx
cf 91690, Switched- c14f 3400 c14f 3400: mov - 0x5¢( %ebp) , Yeax
from task

c20f 0120 c14f 3405 c14f 3405: nov %esp, 0x318( Y%eax)

c24e0f e4 c14f 340b m) C14f 340Db: mov 0x318( %edx) , %esp
c14f 3411: nov| $0xc14f 3433, 0x320( ¥eax)
c14f 341b: pushl  0x320( %edx)
c14f 3421: nmov 0x204( %edx) , Y%ebx
c14f 3427: nov %ebx, % s: Oxc17f 8694
c14f 342e: jmp c1001e80 <__switch_to>
c14f 3433: pop %ebp

Tap Code

21/29



Tested Rootkit

| Rootkits [ Process Hiding Mechanism | Detected? |
ps_hide Fake ps binary with process hiding function v
libprocesshider | Override glibc’s readdir to hide process v
LinuxFu Hide the process by deleting its v
task_struct from task list

Table: Process Hiding Rootkits

22/29



Limitation and Future Work

@ The effectiveness relies on coverage of the dynamic analysis

@ Only a few types of TAP points (e.g., creation, deletion, read,
write, and traversal) are supported

© Only demonstrated our techniques with Linux Kernel and need to
test with other kernels (FreeBSD, Windows, etc.)

23/29



perimental Results

Tap Points Uncovering

@ TZB [DGLHL13]: Mining (memgrep) the memory access points for
user level applications, to identify the places for active monitoring

Data Structure Reverse Engineering

@ Aggregate structure identification (ASI) [RFT99], value set
analysis (VSA) [BR04, RB08]

@ Laika [CSXK08], REWARDS [LZX10], TIE [LAB11],
Howard [SSB11], ARGOS [ZL15], and PointerScope [ZPL"12]

Virtual Machine Introspection

@ VMI [GRO3]
© Hidden process detection (e.g, [JWX07, JADAD08, DGLZ*11])



Summary: AUTOTAP

ental Results

Test cases II
User space

Kernel space

Guest OS Kernel

N

y

Object Access Kernel Object
Resolution Tracking
Meta-Data
VMM
Tap Points
Log Uncovering Result

k- offline k—————— online —

ssions & Related Work

@ The first system to infer
kernel tap points from
execution

Q

Starting from syscall,
exported kernel APls,
data structure definitions

Tracking kernel objects,
resolving kernel
execution context and
associating them
Deriving TAP points
based on how kernel
objects get accessed



Thank you
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