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Background BLE Security BLE Privacy Takeaway

What is Bluetooth

Bluetooth wireless technology
▶ Low-cost, low-power
▶ Short-range radio
▶ For ad-hoc wireless communication
▶ For voice and data transmission
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Why Named Bluetooth

Harald “Bluetooth” Gormsson
▶ King of Denmark 940-981.
▶ He was also known for his bad

tooth, which had a very dark
blue-grey shade.

▶ He united the Tribes of Denmark.

The Bluetooth wireless specification
design was named after the king in
1997, based on an analogy that the
technology would unite devices the
way Harald Bluetooth united the
tribes of Denmark into a single
kingdom.
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History of Bluetooth

1994 

Bluetooth Prototype 

Bluetooth SIG 

1998 

1999 

Bluetooth 1.0+1.0b 

Bluetooth 1.1 

2001 

(~700KB/s) 

Bluetooth 2.0/2.1 +EDR 

2004 

(~2.1MB/s) 

2009 

Bluetooth 3.0+HS 

(~24MB/s) 

Bluetooth 4.0 

(~24MB/s) 

2010 2013 

Bluetooth 4.1 

Bluetooth 4.2 

Bluetooth 5.0 

2014 2016 

(~50MB/s) 

Bluetooth 5.1/5.2 

2019 

(~50MB/s) (~700KB/s) 
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Total Annual Bluetooth Device Shipments

Compound Annual Growth Rate (CAGR)
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Device OS App 

Broadcast 

1. Request for scan 

2. Notify 

3. Identify target 
device 4. Connect 

7. Communication  

5.Start pairing 

 6. Pairing 

1 BLEScope: Automatic Fingerprinting of Vulnerable
BLE IoT Devices with Static UUIDs from Mobile Apps.
In ACM CCS 2019

2 FirmXRay: Detecting Bluetooth Link Layer
Vulnerabilities From Bare-Metal Firmware. In ACM
CCS 2020.

3 Breaking Secure Pairing of Bluetooth Low Energy in
Mobile Devices Using Downgrade Attacks. In USENIX
Security 2020

4 When Good Becomes Evil: Tracking Bluetooth Low
Energy Devices via Allowlist-based Side Channel and
Its Countermeasure". In ACM CCS 2022

5 Extrapolating Formal Analysis to Uncover Attacks in
Bluetooth Passkey Entry Pairing. In NDSS 2023
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2. Pairing feature exchange  

1.Start pairing 

I/O Features
• Keypad 

• Screen 

• Out of band Channel 

10 / 32



Background BLE Security BLE Privacy Takeaway

Pairing Workflow

Device OS App 

2. Pairing feature exchange  

3. Authentication and encryption 

1.Start pairing 

LTK LTK Pairing method1 

Pairing Methods 
• Just Works 
• Passkey Entry 
• Out of band 
• Numeric Comparison 

10 / 32



Background BLE Security BLE Privacy Takeaway

Pairing Workflow

Device OS App 

4. Key distribution (e.g. IRK) 

2. Pairing feature exchange  

3. Authentication and encryption 

1.Start pairing 

LTK LTK Pairing method1 

Pairing Methods 
• Just Works 
• Passkey Entry 
• Out of band 
• Numeric Comparison 

10 / 32



Background BLE Security BLE Privacy Takeaway

Pairing Workflow

Device OS App 

4. Key distribution (e.g. IRK) 

5. Encrypted communication  

2. Pairing feature exchange  

3. Authentication and encryption 

1.Start pairing 

LTK LTK Pairing method1 

Pairing Methods 
• Just Works 
• Passkey Entry 
• Out of band 
• Numeric Comparison 
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1 Alice generates a random ECC key pair: {PriA, PKA = PriA * G}

2 Bob generates a random ECC key pair: {PriB, PKB = PriB * G}
3 Alice and Bob exchanges PKA and PKB

4 Alice calculates sharedKey: KA = PriA ∗ PKB

5 Bob calculates sharedKey: KB = PriB ∗ PKA

PriA ∗ (PriB ∗G) = PriB ∗ (PriA ∗G)
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Workflow of Passkey Entry

Device A Device B 

123456 

PKA 

PKM 

123456 

KA=F(PKA,PKM,123456) KB=F(PKB,PKM,123456) 

Malicious Device 

PKB 

PKM 

PKA, PKB, PKM, ? 
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Workflow of Numeric Comparison

Device A Device B 

PKA 

PKM 

KB=F(PKB,PKM) 

Malicious Device 

PKB 

PKM 

123456 

Hash(PKA,PKM) 

654321 

Hash(PKB,PKM) 
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Workflow of Justworks

Device A Device B 

PKA 

PKM 

K.=F(PKB,PKM,00000) 
 

Malicious Device 

PKB 

PKM 
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 F(PKA,PKM,00000) F(PKB,PKM,00000) 

15 / 32



Background BLE Security BLE Privacy Takeaway

Our Downgrade Attacks against Bluetooth Low Energy

Mobile Fake Station Station 

2.Security feature exchange  

1.Start authentication 

3. 2G Authentication  

4. Disconnect 

4. Communication 
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Our Downgrade Attacks against Bluetooth Low Energy

The Tested BLE devices 
MITM attack against BLE keyboards 

CVE-2020-9770 
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"Breaking Secure Pairing of
Bluetooth Low Energy Using
Downgrade Attacks", Yue Zhang,
Jian Weng, Rajib Dey, Yier Jin,
Zhiqiang Lin, and Xinwen Fu. In
Proceedings of the 29th USENIX
Security Symposium, Boston, MA.
August 2020
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Bluetooth Sniffers

Computer Security Laboratory 
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5 00:00:24 58:D7:8E:C7:8e:31 Broadcast ADV_IND 
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1 Cache

2 Timing

3 Power

4 Votage

5 Electromagnetic

6 Acoustic

7 Allow-list

8 ...
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Performance of SABLE
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"When Good Becomes Evil: Tracking Bluetooth Low Energy Devices via
Allowlist-based Side Channel and Its Countermeasure". Yue Zhang, and Zhiqiang
Lin. In Proceedings of the 29th ACM Conference on Computer and Communications
Security (CCS 2022). November 2022
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Lesson Learned (1/3): BLE Communication Can Be Downgraded

Device Mobile/OS App Fake Device 

 1.Impersonate the victim 
device and deploy attacks 

against the mobile 

Fake Mobile 

2.Use the stolen 
information (i.e., 

IRK) to create a Fake 
mobile 3. deploy attacks 

against the device 

 Paired with a secure pairing method (Passkey 
Entry/Numeric Comparison) 

▶ Bluetooth low energy (BLE)
pairing can be downgraded

▶ There are many stages that are
not part of the pairing process, but
they are, in fact, closely related to
pairing security.

▶ A systematic analysis of the
pairing process, including the error
handling of BLE communication,
is needed.
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Lesson Learned (2/3): New Features Need Re-examinations

rpap 

rpap 

T1 
T2 

▶ BLE introduces multiple new
features, some of which may
violate existing assumptions

▶ Simliar to allowlist, those new
features need to be scrunitized.
For example, Cross-transport key
derivation (CTKD); Authorization;
The Connection Signature
Resolving Key (CSRK).
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Lesson Learned (3/3): Formal Method Can Help Improve BLE Security

(II) PE Authentication Phase 1

Device A

DH Keys: skA,pkA, 

Device B

DH Keys: skB,pkB, 

A, B, IOcapA, IocapB

(I) Feature Exchange 

pkA, pkB

(II) Authentication Phase 1

Enter/Show passcode KPE Enter/Show passcode KPE

20 Loops

crax = CMAC{pkA, pkB, K
x
PE}nax

crbx = CMAC{pkA, pkB, K
x
PE}nbx

nax , nbx

Verify crbx Verify crax

20 Times

KDH   ← g
skB*pkA

KMAC ← CMAC{0, na20, nb20, A, B}Kdh 

LTK ← CMAC{1, na20, nb20, A, B}Kdh

KDH   ← g
skA*pkB

KMAC ← CMAC{0, na20, nb20, A, B}Kdh 

LTK ← CMAC{1, na20, nb20, A, B}Kdh

(III) Key Calculation

(IV) Authentication Phase 2

eb = 

CMAC{nb20, na20, ra, IOcapB, B, A}KMAC

Verify ea Verify eb

Device A, User UA

DH Keys: skA,pkA, 

Enter/Show passcode KPE

(I) Feature Exchange 

A, I, IOcapA, IocapI

pkA

pkI

(II) Authentication Phase 1

Device I, Intruder  I

DH Keys: skI,pkI, 

Device B, User UB

DH Keys: skB,pkB, 

B, I, IOcapB, IocapI

pkI

pkB

(I) Feature Exchange 

(II) Authentication Phase 1

Enter passcode KX (Unknown)

 CMAC{pkA, pkI, KPE}na

CMAC{pkA, pkI, KX}ni

na , ni

Show passcode KPE 

cri = CMAC{pkB, pkI, KPE}ni

Enter/Show passcode KPE

crb = CMAC{pkB, pkI, KPE}nb

 cri, crb, ni, nb

(III) Key Calculation (✓)

(IV) Authentication Phase 2 (✓)

Decrypt CMAC{pkA, pkI, KPE}na

Enter/Show passcode KPE

crb = CMAC{pkB, pkA, KPE}nb

cra, crb，na, nb

(III) Key Calculation (✕)

(IV) Authentication Phase 2 (✕)

Replay cra=CMAC{pkA, pkB, KPE}na,na

Abort

Case I

Case II

Delay

Device A, User UA

DH Keys: skA,pkA, 

Enter/Show passcode KPE

(I) Feature Exchange 

A, BI, IOcapA, IocapI

pkA

pkBI

Device BI

DH Keys: skBI,pkBI, 
Device B, User UB

DH Keys: skB,pkB, 

(I) Feature Exchange 

AI, B, IOcapA, IocapB

pkAI

pkB

Device AI

DH Keys: skAI,pkAI, 

(II) NC Authentication Phase 1

crb = CMAC{pkB, pkI, KPE}nb

na, nb, crb

Verify crb

Confirm Passcode

KNC = CMAC{pkB, pkI, KPE}nb

Confirm Passcode

KNC = CMAC{pkB, pkI, KPE}nb

ea =

CMAC{na20, na20, rb, IOcapA, A, B}KMAC

Confirm Passcode

KNC = CMAC{pkB, pkI, KPE}nb

(III) Key Calculation (III) Key Calculation

20 Loops

(IV) Authentication Phase 2 (IV) Authentication Phase 2

Initiator Responder

NC Pairing

Show Passcode Enter Passcode

Static Passcode Random Passcode

PE Pairing

Roles

User Intruder

Devices

Pairing Roles

Methods

PE Features

Intruder

UserN

User1

User2

Rule 1: The users are 

not allowed to access 

devices of others

Rule 2: Intruder may 

access to user-devices 

via vulnerabilities

Rule 3: Access control 

for protocol process 

of each user/intruder 

is controlled by fact 

binding.

Device A, User UA

DH Keys: skA,pkA, 

(I) Feature Exchange 

pkA，pkI

(II) Authentication Phase 1

Enter passcode 

KX (Unknown)

 CMAC{pkA, pkI, K
1
PE}na

CMAC{pkA, pkI, KX}ni

Guess K1PE

1 
st
 loop

(I) Feature Exchange 

pkA，pkI

(II) Authentication Phase 1

Enter passcode 

K1PE (Replayed)

 CMAC{pkA, pkI, K
2
PE}na

CMAC{pkA, pkI, KX}ni

Guess K2PE

2
nd

 loop

1st Loop Passed

(I) Feature Exchange 

pkA，pkI

(II) Authentication Phase 1

Enter passcode 

K
21
PE (Replayed)

 CMAC{pkA, pkI, K
21
PE}na

CMAC{pkA, pkI, KX}ni

20 Loops

(III) Key Calculation (✓)

(IV) Authentication Phase 2 (✓)

Launch 21 Threads

…

…

21 Devices

18 Devices Guessing

Device A, User UA

DH Keys: skA,pkA, 

Enter passcode KPE

(I) Feature Exchange 

A, I, IOcapA, IocapI

pkA

pkI

(II) Authentication Phase 1

Device I, Intruder  I

DH Keys: skI,pkI, 

Device B, User UB

DH Keys: skB,pkB, 

B, I, IOcapB, IocapI

pkI

pkB

(I) Feature Exchange 

(II) Authentication Phase 1

Enter passcode KX (Unknown) Show passcode KPE

 CMAC{pkA, pkI, KPE}na

CMAC{pkA, pkI, KX}ni

na , ni

20 Loops

(III) Key Calculation

(IV) Authentication Phase 2

Abort Leak

Send Passcode

Disconnect

Show Passcode

Enter Passcode

PE Pairing Initiator PE Pairing Responder

(III) Key Calculation

20 Loops

(IV) Authentication Phase 2

(I) Feature Exchange 

(II) Authentication Phase 2

Send Passcode

Disconnect

Show Passcode

Enter Passcode

(III) Key Calculation

(IV) Authentication Phase 2

(I) Feature Exchange 

(II) Authentication Phase 2

PE Pairing Initiator PE Pairing Responder

PE Pairing Initiator PE Pairing Responder

(III) Key Calculation

(IV) Authentication Phase 2

(I) Feature Exchange 

(II) Authentication Phase 2

Show Passcode

Enter Passcode

Nonce ni Nonce nb

Nonce na Nonce ni

Nonce nb

…

Device I1, Intruder  I

DH Keys: skI,pkI, 

Device I2, Intruder  I

DH Keys: skI,pkI, 

Device I21, Intruder  I

DH Keys: skI,pkI, 

 CMAC{pkA, pkB, KPE}na

CMAC{pkA, pkB, KX}ni

Abort

Case II

Replay pkB Replay pkACase II

Roles

User Intruder

Devices

PE Pairing NC Pairing JW Pairing OOB Pairing

Pairing Methods

▶ The specification (3,000+ pages)
is often confusing and inconsistent
across chapters.

▶ The confusion may lead to
different vendors implement BLE
protocols in quite different ways,
for example, for error handling,
and IRK use.

▶ Converting the Bluetooth
specification to formal model (e.g.,
using NLP), and formally verify
the entire protocol would help.

▶ See our NDSS’23 paper.
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Bluetooth Security and Privacy

THE OHIO STATE UNIVERSITY 

Device OS App 

Broadcast 

1. Request for scan 

2. Notify 

3. Identify target 
device 4. Connect 

7. Communication  

5.Start pairing 

 6. Pairing 

1 BLEScope: Automatic Fingerprinting of Vulnerable
BLE IoT Devices with Static UUIDs from Mobile
Apps. In ACM CCS 2019

2 FirmXRay: Detecting Bluetooth Link Layer
Vulnerabilities From Bare-Metal Firmware. In
ACM CCS 2020.

3 Breaking Secure Pairing of Bluetooth Low Energy in
Mobile Devices Using Downgrade Attacks. In USENIX
Security 2020

4 When Good Becomes Evil: Tracking Bluetooth Low
Energy Devices via Allowlist-based Side Channel and
Its Countermeasure”. In ACM CCS 2022.

5 Extrapolating Formal Analysis to Uncover Attacks in
Bluetooth Passkey Entry Pairing. In NDSS 2023
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Thank You

some text to wast space text how are you
Rethinking the Security and Privacy

of Bluetooth Low Energy

Zhiqiang Lin
Distinguished Professor of Engineering

zlin@cse.ohio-state.edu

10/25/2022
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