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What is Bluetooth

Total Annual Bluetooth® Device Shipments

NUMBERS IN BILLIONS

7.0

BILLION

annual shipments

2017 2018 2019 2020 2021 | 2022 2023 2024 2025 2026 |

9% CAG R Data Source: AB| Research, 2022
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Why Named Bluetooth

Harald “Bluetooth” Gormsson

» King of Denmark 940-981.

» He was also known for his bad
tooth, which had a very dark
blue-grey shade.

» He united the Tribes of Denmark.

The technology was named after the
king in 1997, based on an analogy that
the technology would unite devices
the way Harald Bluetooth united the
tribes of Denmark into a single
kingdom.
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History of Bluetooth

(~700KB/s) (~2.1MB/s) (~50MBy/s)
(Biuetooth Prototype | ( Bluetooth 1.0+1.0b | [ Buetotn2.0/2.1 +EDR |

I | Bluetooth 4.2 |

2010 2013

2016 :

1054 2019

I | Bluetooth 4.1 |

( Buetooth sic | (" Biuetooth 1.1 | [ Biuetooth 3.0+Hs | [ Bluetooth 4.0 | [ Buetooth5.1/5.2 |
(~700KB/s) (~24MB/s)  (~24MB/s) (~50MB/s)

l Blueto6th 5.0 |
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Our Recent Works on Bluetooth Security and Privacy

T
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| Bluetooth 4.2
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Bluetooth 4.1
( sic | | 11 ] 30485 | 20 | ( 5.1/52
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Our Recent Works on Bluetooth Security and Privacy

e BLEScope: Automatic Fingerprinting of Vulnerable BLE
Q 1oT Devices with Static UUIDs from Mobile Apps. In
ACM CCS 2019

2N
&

o %

e FirmXRay: Detecting Bluetooth Link Layer Vulnerabilities
From Bare-Metal Firmware. In ACM CCS 2020.
(~700KB/s) ~2.1MB/s) (~50MB/s) © Breaking Secure Pairing of Bluetooth Low Energy in
(Biuetootn Prototype | ((Bluetooth 1.0+1.00 ] (Biuetboth2.0/2.1 +EDR ) ( Buetogtns.o ) Mobile Devices Using Downgrade Attacks. In USENIX
| | Security 2020
Bluetooth 4.2
1998 2001 2009 2010 2013 2014 | 2016 e On the Accuracy of Measured Proximity of
Bluetooth-based Contact Tracing Apps. In
SECURECOMM. October 2020
R 1999 2004 2019 - .
e When Good Becomes Evil: Tracking Bluetooth Low
Bluetooth 4.1 Energy Devices via Allowlist-based Side Channel and Its
[ SIG ] [ 11 ] [ 3.0+HS ] [ 4.0 ] [ 5-1/5-2] Countermeasure”. In ACM CCS 2022 (Best paper award
(~700KB/s) (~24MB/s)  (~24MB/s) (~50MB/s) honorable mention)

Extrapolating Formal Analysis to Uncover Attacks in
Bluetooth Passkey Entry Pairing. In NDSS 2023
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Our Recent Works on Bluetooth Security and Privacy

T

(~700KB/s) 2.1MB/s) (~50MB/s)
(Biuetootn Prototype | ((Bluetooth 1.0+1.00 ] (Biuetboth2.0/2.1 +EDR ) ( Buetogtns.o )
[ [ Bluetooth 4.2
1998 2001 2009 2010 2013 2014 | 2016
1999 2004
1994 2019
Bluetooth 4.1
( sic | | 11 ] 30485 | 20 | ( 5.1/52
(~700KB/s) (~24MB/s)  (~24MB/s) (~50MB/s)

T Devicoswith-Stati Dsf R i
ACM-€E€5-2619

e Breaking Secure Pairing of Bluetooth Low Energy in
Mobile Devices Using Downgrade Attacks. In USENIX
Security 2020

o

e When Good Becomes Evil: Tracking Bluetooth Low
Energy Devices via Allowlist-based Side Channel and Its
Countermeasure”. In ACM CCS 2022 (Best paper award
honorable mention)
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Pairing Workflow

| Device |

App
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Pairing Workflow
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Pairing Workflow

| Device |

- =N
Wy
[e]

1.Start pairing

App

2. Pairing feature exchange

1/0 Features

*[J Keypad

*[] Screen

* Out of band Channel
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Pairing Workflow

| Device |

=

1.Start pairing

App

2. Pairing feature exchange

3. Authentication and encryption

LTK Pairing method?

LTK

Pairing Methods

Just Works

Passkey Entry

Out of band
Numeric Comparison
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Pairing Workflow

| Device |

=

1.Start pairing

App

2. Pairing feature exchange

3. Authentication and encryption

LTK Pairing method?

4. Key distribution (e.g. IRK)

LTK

Pairing Methods
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* Passkey Entry
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Pairing Workflow

0

Device | os | A|
:l 1.Start pairing idd

2. Pairing feature exchange Pairing Methods
3. Authentication and encryption * Just Works
= * Passkey Entry
LTK Pairing method? LTK
|: :| * Out of band
4. Key distribution (e.g. IRK) *  Numeric Comparison

5. Encrypted communication

5/26



Workflow of Pairing: Elliptic Curve Diffie-Hellman (ECDH) Key Exchange

@ Alice generates a random ECC key pair: {Pris, PK4 = Prig * G}
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Workflow of Pairing: Elliptic Curve Diffie-Hellman (ECDH) Key Exchange

@ Alice generates a random ECC key pair: {Pris, PK4 = Prig * G}
@ Bob generates a random ECC key pair: {Prig, PKp = Prig * G}
© Alice and Bob exchanges PK 4 and PKp

@ Alice calculates sharedKey: K4 = Prigx PKp

© Bob calculates sharedKey: Kp = Prig « PKa

Prig« (Prip « G) = Prig * (Pria x G)
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Workflow of Passkey Entry

AR
l'l
| Device A I | Device B I
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Workflow of Passkey Entry

AR
l'l
| Device B I
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Workflow of Passkey Entry

123456

PK,
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l'l
| Device B I

PKg
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Workflow of Passkey Entry
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PK,
PKg
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Workflow of Passkey Entry

) i

[ Device |
123456
PK,
PKg
123456
F(Priy,PK,,123456) F(Prig,PK,,123456)
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Workflow of Passkey Entry

4B
[~ =]
a =
I Malicious Device I
123456 PKu
PK
PK, 2
PKy

K,=F(Priy,PK,,,123456)

PK,, PKg, PKy, ?

123456

Kg=F (Prig, PK,,, 123456)
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Workflow of Numeric Comparison

| Device A | | Device B I

Bluetooth Pairing Request Bluetooth Pairing Request
4 * would like to pair with 4 * would like t0 pair with
your . Confirm that this code your Confirm that this code
is displayed on * 3 is displayed on .

123456 123456

Cancel Cancel
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Workflow of Numeric Comparison

| Device A | | Device B I

Bluetooth Pairing Request Bluetooth Pairing Request
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A 123456 123456
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Workflow of Numeric Comparison

| Device A |

PK,

| Device B I

PKg

( Hash(PK,,PK,) |

( Hash(PK,,PK,) |
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Bluetooth Pairing Request
4 * would like to pair with
. Confirm that this code

123456
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Bluetooth Pairing Request
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your Confirm that this code
is displayed on i
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Workflow of Numeric Comparison

| Device A | | Device B I
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PKg
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Workflow of Numeric Comparison

| Device A | | Device B I

Bluetoo(h Pamng Request Biuetoo\h Pairing Request
‘would fike to pair with * would like t0 pair with
your - Confirm that this code you Confirm that tis code
is displayed on o i splayed on

PKA 123456 123456
PK, — T
( Hash(PK,,PK,) | ( Hash(PK,,PK,) |
F(Pri,,PKg,123456) F(PK,,Prig, 123456)
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Workflow of Numeric Comparison

| Device B |

4B
[—=]
ﬂ | - ]
| Device A I | Malicious Device |
PKy,
PK
PK, 2
PKy,

[ Hash(PK,,PK,,) ]

Ka=F(Pri,,PK,,,123456)

v

[ Hash(PK,PK,,) |

Ke=F(Prig, PK,,, 123456)
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Workflow of Out of Band

&=
l'l

| Device A I | Device B I
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Workflow of Out of Band
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Workflow of Out of Band

| Device A I

PK,

xR
I'l
| Device B I

PKg
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Workflow of Out of Band

PK,
PKg

Out-of-Band Secure Channel (S)
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Workflow of Out of Band

PK,
PKg

Out-of-Band Secure Channel (S)

K=F(Pri,,PKg,S) K=F(Prig,PK,,S)
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Workflow of Out of Band

4B
[==]
a L
| Device A I I Malicious Device I
PKy
PKg

PK,
v
Out-of-Band Secure Channel (S)

Ka=F(Pri,,PKy,S) PK,, PKg, PKy,, ? Ke=F(Prig,PK,,,S)
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Workflow of Justworks

AR
l'l
I Device A I I Device B I
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Workflow of Justworks
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Workflow of Justworks
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Workflow of Justworks

I Device A I

PK,

AR
l'l
I Device B I

PKg

K=F(Pri,,PK,,,00000)

K=F(Prig,PK,,,000000)
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Workflow of Justworks

an
l'l
| Device B I

N
[==]
@ =
| Device A I I Malicious Device |
PKy
PK
PK, 2
PKy
F(PK,,Pri,,,00000) F(PKg,Priy,,00000)

Ka=F(Pri,, PK,,,00000)

Ke=F(Prig,PK,,,00000)
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Our Downgrade Attacks against Bluetooth Low Energy

= () ()
I'l
| Mobile I FakeStatnon Statlon

1.Start authentication

2.Security feature exchange

4. Communication
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Our Downgrade Attacks against Bluetooth Low Energy

| Mobile I | Device I

1.Start pairing

2.Pairing feature exchange

3. Weak Authentication
Just Works

4. Communication
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Our Downgrade Attacks against Bluetooth Low Energy

| Device I

Paired with a secure pairing method (Passkey
Entry/Numeric Comparison)

&
l'l

[ mobile/os ||
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Our Downgrade Attacks against Bluetooth Low Energy

JB.
oa
0 |
| Device I |Mobi|e/0$” App I

Paired with a secure pairing method (Passkey
Entry/Numeric Comparison)
1.Impersonate the victim
device and deploy attacks
against the mobile
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Our Downgrade Attacks against Bluetooth Low Energy

| Device I

4B

[==]
F
=

Paired with a secure pairing
Entry/Numeric Com

|ﬁ|

| Mobile/0S ” App

method (Passkey
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1.Impersonate the victim
device and deploy attacks
against the mobile

2.Use the stolen
information (i.e.,
IRK) to create a Fake
mobile
PI——
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Our Downgrade Attacks against Bluetooth Low Energy
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Our Downgrade Attacks against Bluetooth Low Energy

0 & =
- B
| Device I |Mobi|e/0$ ” App

Paired wjth a secure pairing method (Passkey

Entry/Numeric Comparison)

1.Impersonate the victim

device and deploy attacks
against the mobile

2.Use the stolen

information (i.e.,
IRK) to create a Fake
3. deploy attacks mobile
against the device
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Our Downgrade Attacks against Bluetooth Low

RIRNI0E ‘.

830 Microsoft k330 K780 TNG  iHealth-2
User Attacker

ey

F]I]Iﬂ%ﬁﬂ

QradioAram  Omron 10 iHealth-1 APPLights-3 jLUX  Magic Light
é -r.-

APPLights-1 ~ APPLights-2  Magic Hue MPOW CC2640

MITM attack against BLE keyboards
The Tested BLE devices Vi

GO g Ie ' CVE-2020-9770
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Our Downgrade Attacks against Bluetooth Low Energy

" Breaking Secure Pairing of

= =
0 - | i ‘ Bluetooth Low Energy Usin
Device Mobile/0s ][ App | u "gy g
Pared v asecur g petho (Passer Downgrade Attacks”, Yue Zhang,
o e st Jian Weng, Rajib Dey, Yier Jin,
Zhigiang Lin, and Xinwen Fu. In

Proceedings of the 29th USENIX
Security Symposium, Boston, MA.
August 2020
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The Format of A Bluetooth Packet

Access Address | CRC
(4 bytes) . - | Gbytes) |

Preamble (1 byte)
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The Format of A Bluetooth Packet

Data channel PDU

Access Address

Preamble (1 byte) (4 bytes)
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The Format of A Bluetooth Packet

Data channel PDU

Access Address

Preamble (1 byte) (4 bytes)

1 |
| Advertising channel PDU |

Header
(2 bytes)

PDU Type | RFU Length| RFU
(4 bits) [(2 bits) (6 bits) | (2 bits)

12/26



Bluetooth Sniffers

Ubertooth One Sniffer
125 USD

Adafruit LE sniffer
25 USD
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Bluetooth Sniffers

= Devices
SCANNER  BONDED
No filter

o TRB500 seri
008501603828
NOT BONDED
oy
ECEOTRFOEASE
NOT BONDED
© Veirione
47E4C2CE08D1

NOTBONDED 4

N/A
45713D.CE6005
NOT BONDED

N/A
5209:4487.08A1
NOT BONDED

o
-

NOT BONDED

e LE-Halo
8ADAIC48578

SCAN

ADVERTISER

CONNECT

Alice’s
phone

Bob’s
phone

T1: 52:09:4A:87:0A:A1

13/26



Bluetooth Sniffers
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Bluetooth Address Types

‘ Bluetooth Address
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Bluetooth Address Types
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Bluetooth Address Types

Bluetooth Address

Random Address

Public Address

Random Private Address Random Static Address

14 /26



Bluetooth Address Types

Bluetooth Address

Random Address Public Address
Random Private Address Random Static Address
Random Private Random Private
Resolvable Address Non-Resolvable Address
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Our First Finding: Allowlist-based Side Channel

REQ D

o™ | RE

REQ . .. REQ
D 40:EF:4C:D4:CA:35 D

4F:EF:AE:D3:CB:55
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Our First Finding: Allowlist-based Side Channel

REQ D

|
1
|
1
|
REQ !
1 ‘~ REQ
|
|
1
|
1
|
|

- 3

REQ . v.. REQ REQ "‘ REQ
RSP ...
40:EF:AC:D4:CA:35 D 40:EF:4C:DA:CA:35 "'~ D

4F:EF:AE:D3:CB:55 4F:EF:AE:D3:CB:55
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Our First Finding: Allowlist-based Side Channel

REQ
<

&
fE " REQ
RSP ..
40:EF:4C:D4:CA:35 s D

4F:EF:AE:D3:CB:55

2 3
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Our First Finding: Allowlist-based Side Channel

1 3 2 3

REQ REQ
©o® AR o® R

REQ e REQ Z REQ "‘ REQ
RSP ™., ™. RSP ...
40:EF:4C:D4:CA:35 = D 40:EF:4C:D4:CA:35 = D

4F:EF:AE:D3:CB:55 4E:EF:AB:D4:CE:56
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Our First Finding: Allowlist-based Side Channel

40:EF:4C:D4:CA:35

v

The Allowlisted Device
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Our First Finding: Allowlist-based Side Channel

L

°
The Allowlisted Device

4F:EF:AE:D3:CB:55 || 4E:EF:AB:D4:CE:56

T

15 /26



Our First Finding: Allowlist-based Side Channel

@ Cache
. D @ Timing
The Allowlisted Device e Power
D -) & D © Votage
© Acoustic
e O 9 Allowiis
A O T !
e,e e
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Our Second Finding: MAC Address Can be Replayed

Pairing (Exchange Identity Resolving Key)
3
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Our Second Finding: MAC Address Can be Replayed

Pairing (Exchange Identity Resolving Key)

Random Address (RA) Generation Random Address (RA) Resolution

= 2all 24( 2l )
47:2B:3CH6F:1C: DE |
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Our Second Finding: MAC Address Can be Replayed

Pairing (Exchange Identity Resolving Key)

4

Random Address (RA) Generation Random Address (RA) Resolution
T il 47:2B:3Cl6F:1C:DE
= 2all 24( 2l )
47:2B:3CH6F:1C: DE | = all 24( all )

Verification Results

o
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Our Second Finding: MAC Address Can be Replayed

Pairing (Exchange Identity Resolving Key)

., 4

Random Address (RA) Generation Random Address (RA) Resolution
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= 241l 24 24

47:2B:3CH6F:1C: DE | — i = all 24( 2l )

‘ Verification Results

Random Address (RA) Replay
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Our Second Finding: MAC Address Can be Replayed

Pairing (Exchange Identity Resolving Key)

., 4

Random Address (RA) Generation Random Address (RA) Resolution
_ o I ) i 47:2B:3CI6F:1C:DE
= 241l 24 24

47:2B:3CH6F:1C: DE | — i = all 24( 2l )

‘ Verification Results

Random Address (RA) Replay

47:2B:3C§6F:1C:DE] °

16 /26



Attack Example
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Tracking a Victim’s Real-time Location
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Attack Example
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Attack Example
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Attack Example
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Attack Example
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Tracking a Victim’s Real-time Location
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Attack Example

40:EF:4C:D4:CA:35 B
\

40:EF:4C:D4:CA:35 %,
\

! \
I \ 1] Q> \
1 1
{ \ { = \
1 1 lI ‘I
1 i I 1
! i P Y - !
! H \ \ © iy @
\ ! Y ) <« !
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‘ / O /
I 1
\ ; \ @ ;
\ ’ N /
\ /
\ /
I \ /
>, ’

ATTACKER

Tracking a Victim’s Real-time Location
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Devices That are Subject to BAT Attacks

Alowist Attacks “From —From
Malicous  Malicous
Brand & Model Device Type MAC  Power Central Peipheral
Enabled  Used pddr Sming TC TP TC TP TC TP
WP by
Bluetooth Development Broads s g B & ¢ 992999
i iClever vy Keybonrd YN I
Micrsoft (V1) v v Keyboard E
Micosot (v2) o Keyboard N
bytebue v Kegboard N A I N
Logitech K780 g Kegboard N
Logitech K830 g Keybonrd E N I VI
Logitech K380 v v Keyboard E
XwL o Keyboard T R
Sxwt v Mouse E N
nphic v Mouse EY U I VM
Vogel g Mouse EY N
JdyComs (V1) v v Mouse E A
yCom () v v Mouse E I
v ouse E N
MiBand 4C vx Wiistband [ T AV
-Home Alexa X Speaker L
20 x v Earbuds A
Baltune x v Earbuds A
Soundot x v Earbuds N
Ritek X Kegbord v x v ox v v
Cimetech X ouse A v ox v ok ¢ v
rgonomic x v Mouse SA v x v x v i ¢
I CCaoA0RE 7 D Board RA . 7
Nordic NRF52 v Do Board RA - v v o v
Silcon Labs 61010 X Do Board RPA Sl % ox v oq
CopessCYBCT kv D Bord RA . x x v
Contrals
PoviveActive Attacks
Alowtst Ascks “From From
o & Tpenos  MAC fondom
EnabledUsed
e byP
Google Pl 7 T v Pem(aedl] WA 5BV 7 7 7 7 7
Google Pivel 2 VU Phone(hdedi0) RPA 15 v v v
Samsung SI0 U7 Phoe(Amdodi) RRA 515 v v ¢ v v v
Google Fienl 4 Y ¢ Prone(mdodio) RPA 15 v v v v v v
i Y7 Pheosa) ReA 15 v v v v v v
iPhone 11 Vv Phem(0S132) RPA 15 v v v v v
iPad VU Tae(os12)  RPA 15 v v v (v
CVE-2020-35473 Dell GDIHAKU V7 LpopWindow0) PA b v v v v v
ol Vv lpepUmnw200) P dx v v v v
Thnkgad T4S0s ¢/ Lapiop (Windows8) A doe v v v v v
Surtace Pro VU TablcWndwsio) PA ix v v ¢ v v v
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Responsible Disclosure

2020.10

Bluetooth SIG

Hardware
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Responsible Disclosure

2020.10

R “The Bluetooth SIG has reserved CVE-2020-35473 for tracking this

vulnerability post-publication. The Bluetooth SIG is beginning rollout

; 9 g!qutgqrtoh; of our recommendations on this privacy vulnerability report to the
broader Bluetooth SIG membership.”

2020.12

Har&Ware
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Responsible Disclosure

“The Bluetooth SIG has reserved CVE-2020-35473 for tracking this
vulnerability post-publication. The Bluetooth SIG is beginning rollout
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been assigned to the appropriate team for remediation, and we 're
targeting a fix for release in an upcoming Android Security Bulletin.”’
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Our Countermeasure: Securing Address of BLE (SABLE)

Allowlist Side Channel (Mitigation)

» We advocate the use of an interval unpredictable, central and peripheral
synchronized RPA generation scheme to mitigate the side channel.

MAC Address Replay (Prevention)

» We propose adding a sequence number (which could be a timestamp) when
generating the RPA to ensure that each MAC address can only be used once to
prevent the replay attack.
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Performance

of SABLE

—e— w/o SABLE
—&— W/ SABLE

8.49

3088

&04.46

W0 SABLE W/ SABLE
Central

W/o SABLE W/ SABLE
Peripheral

eripheral

”"When Good Becomes Evil: Tracking Bluetooth Low Energy Devices via
Allowlist-based Side Channel and Its Countermeasure”. Yue Zhang, and Zhigiang
Lin. In Proceedings of the 29th ACM Conference on Computer and Communications

Security (CCS 2022). November 2022
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Lesson Learned (1/3): BLE Communication Can Be Downgraded

» Bluetooth low energy (BLE)

3 - o ag ..
ﬁ = = i pairing can be downgraded
Device Mobile/0S App > There are many Stages that are
Sy s i not part of the pairing process,
o and depoyatace but they are, in fact, closely
against the mobile .. .
2 e sken related to pairing security.
IRK) to create a Fake . .
3. deploy attacks mobie » A systematic analysis of the
against the device
pairing process, including the
error handling of BLE

communication, is needed.
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Lesson Learned (2/3): New Features Need Re-examinations

€3 Bluetooth 2} €3 Bluetooth’ 223

. Allowlist
[ Public Address ] [ (RPA) ]

2002 2014.12

Resolvable Random Allowlist
Private Address (RPA) (Public Address)

€3 Bluetooth
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Lesson Learned (2/3): New Features Need Re-examinations

40:EF:4C:DA:CA3S

.60)) D (] ‘s @ " '.))D Qo

40:EF:4C:D4:CA:35 |8

4E:EF:AB:DA:CE:56 /’

» BLE introduces multiple new
features, some of which may
violate existing assumptions

» Simliar to allowlist, those new
features need to be scrunitized.
For example, Cross-transport key
derivation (CTKD); Authorization;
The Connection Signature
Resolving Key (CSRK).
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Lesson Learned (3/3): Formal Method Can Help Improve BLE Security

Roles

Devices

\
¥ ]
N\
% S
<i»r X
User Intruder
L
/
| 4 \ \
\ \

Pairing Methods

3 i Y
PE Palrlng NC Pairing [ JW Pairing ] [ OOB Pairing ]

The specification (3,000+ pages)
is often confusing and inconsistent
across chapters.

The confusion may lead to
different vendors implement BLE
protocols in quite different ways,
for example, for error handling,
and IRK use.

Converting the Bluetooth
specification to formal model, and
formally verify the entire protocol
would help.

See our NDSS'23 paper.
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Our Recent Work on Bluetooth Security and Privacy

T

(~700KB/s) 2.1MB/s) (~50MB/s)
(Biuetootn Prototype | ((Bluetooth 1.0+1.00 ] (Biuetboth2.0/2.1 +EDR ) ( Buetogtns.o )
[ [ Bluetooth 4.2
1998 2001 2009 2010 2013 2014 | 2016
1999 2004
1994 2019
Bluetooth 4.1
( sic | | 11 ] 30485 | 20 | ( 5.1/52
(~700KB/s) (~24MB/s)  (~24MB/s) (~50MB/s)

T Devicoswith-Stati Dsf R i
ACM-€E€5-2619

e Breaking Secure Pairing of Bluetooth Low Energy in
Mobile Devices Using Downgrade Attacks. In USENIX
Security 2020

o

e When Good Becomes Evil: Tracking Bluetooth Low
Energy Devices via Allowlist-based Side Channel and Its
Countermeasure”. In ACM CCS 2022 (Best paper award
honorable mention)

Bluetooth-Passkey-Entry-Pairing. 1-NDSS-2023
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Thank You

Rethinking the Security and Privacy of
Bluetooth Low Energy

Zhigiang Lin
Distinguished Professor of Engineering
zlin@cse.ohio-state.edu

04/14/2023
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