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The World of Mobile Super Apps (“One App with Multiple Services™)

Super App  Category  Monthly Users Country ‘

& o o
g o b«\ < >
\ | ¥
Services | Platform | Miniapp
WeChat Social 1,200 million + China v v v v v v v v v V|V vV V|V
Tiktok Social 1,000 million + China X v v v X v v X Vv Vv J V|V VX
Alipay Finance 730 million + China v v v v v v v vV v V|V vV V|V VX
Snapchat Social 347 million + u.s. X X v X X v J X x J|\v v X |V vV X
WeCom Business 180 million 4 China v v v v v v v v v VIV vV V|V v
Paytm Finance 150 million + India JSoX X /X X X X X X|\v v x|/ /oKX
Go-Jek Finance 100 million + Indonesia Sox o x v v v v/ /XY /XY X
Zalo Social 52 million + Vietnam 2 S S S S S A I I ¢
Kakao Social 45 million + SouthKorea | X X v Xx v X v x V J |/ / J|X X X
Grab Delivery 25 million + Singapore X X x v v ox v v vV X|\v v x|V vV X




What is WeChat?

"It's sort of like Twitter, plus PayPal, plus
a whole bunch of things all rolled into one,
with a great interface.”

— Elon Musk




Mobile Superapps in a Nutshell
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The Benefits a Superapp Can Off

Hosts Mobile OS  Web Browsers Super Apps

(Native Apps) (Web Apps) (Miniapps)
Example Platform Android Chrome WeChat
System Resources? [ J o [ J
Super-app Services? (@] o [ )
User Data/States? Qo [ J [ J
Account? [ ] [ J [ ]
App Packages? [ J o [ J
Cloud Services? o [ J [ ]
API Support? Rich Poor Rich
Compatible with Platforms? (o] [ ] [ ]
Backend? o [ J o
Centralized Vetting? [ ] (o] [ ]
Install-free? (o] [ ] [ J
Market? [ J (@) [
Storage Consumption? High Low Low
Update? Client-based Client-based Server-based
Performance? High Browser-specific Super-app-specific
Offline Loading? High Low Median
Register and Login? [} [} o

“@" represents full support; “Q” represents partial support; “O” represents no support.



The Taxonomy of Super Apps
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The Taxonomy of Super Apps
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The Taxonomy of Super Apps
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Evolution of the Superapps
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Security Threats

Threats from Vulnerability Exploitation Threats from Malware Attacks
@ Vulnerabilities in Host Apps @ API Misuse/Abuse (Payload)
(T1) Platform Discrepancies [WZL23a] (T7) Collecting User Privacy

(T2) Privileged APIs [WZL23b] (T8) Service Abusing
(T3) lIdentity Confusion [ZZL"22] (T9) Grayware
@ Vulnerabilities in Miniapps @ Bypassing Vetting
(T4) Cross Miniapp Request Forgery [YZL22] (T10) Code Vetting Bypassing
(T5) AppSecret Key Leakage [ZYL23] (T11) Content Vetting Bypassing

(T6) Missing Signature Verification [ZZ\W23] (T12) Reporting Bypassing



(T1) Exploiting Cross-platform Discrepancies |




(T1) Exploiting Cross-platform Discrepancies |

Test Case Generator Code Executor Discrepancies Analyzer

L

Debug Protocol

(1) API Parameter  (II) API Dependencies
Resolution Resolution

API Existence Discrepancies

API Permission Discrepancies

Results

API Output Discrepancies




(T1) Exploiting Cross-platform Discrepancies |

Mobile PC

APIs Permission Scope ]

A P A P A P
getLocation v v v 4 4 X
chooseLocation userLocation 4 v v v 4 X
startLocationUpdate v 4 v 4 v X
SLUBackground* userLocationBackground v/ v/ v v/ X =
startRecord 4 4 v 4 v X
joinVoIPChat record 4 4 4 4 X =
RecorderManager.start 4 4 4 4 4 X
createCameraContext camera 4 4 4 4 v X
createVKSession 4 v 4 4 X -
openBluetoothAdapter X - 4 4 X -
BLEPeripheralServer bluetooth 4 4 4 4 X -
saveImageToPhotosAlbum . v v 4 4 v X
saveVideoToPhotosAlbum writePhotosAlbun v 4 4 4 v X
addPhoneContact addPhoneContact 4 v v 4 X =
addPhoneRepeatCalendar v v v v X -
addPhoneCalendar addPhoneCalendar v v v 4 X =
getWeRunData werun v v v v X -




(T1) Exploiting Cross-platform Discrepancies |

APIs Mobile Desktop
W [ =
Name Category  Type Precision A S V] A S u A S u
createAudioContext Media ) X v X v v X 4 4 X 4
createBufferURL Storage ») X v X v v X v v X v
createCameraContext Media = X v X v 4 X 4 4 X v
createCanvasContext Canvas ») X v X v v X v v X v
createIntersectionObserver WXML ) X v X 4 v X v 4 X 4
createLivePusherContext Media = X v X v v X v v X v
createOffscreenCanvas Canvas ) X 4 X 4 4 X v 4 X v
createSelectorQuery WXML = X v X v v X v v X v
createWebAudioContext Media C4 X v X v o/ X v o/ X 4
getAccountInfoSync OpenAPI C4 X 4 v X v v v v v X
getAppAuthorizeSetting Base ® X v v v v v v v vV X
getAppBaseInfo Base = X 4 v 4 v v 4 v v v
getDeviceInfo Base ® X v v v v v v v v /
getLocalIPAddress Device ) X 4 4 v 4 v X 4 v X
getMenuButtonBoundingClientRect ul ® X v o/ X v v v v v X
getPerformance Base ® X v 7/ v v vV X v /X
getScreenBrightness Device ») 4 v v v v 4 X 4 4 v
getSystemInfo Base ) 4 4 v v 4 v v 4 v 4
getSystemInfoAsync Base ») 4 4 4 v 4 v 4 v 4 4
getSystemInfoSync Base C4 4 v 4 v 4 v v 4 v v
getSystemSetting Base C4 X 4 v X v v 4 v 4 X
getWindowInfo Base = X v v x v v v v v Vv



(T2) Exploiting Hidden/Privileged APIs [

Attacks Caused by Hidden APIs

© Arbitrary Web Page Access

© Malware Download and Installation
© Screenshot-based Information Theft
@ Phone Number Theft

@ Contact Information Theft

2 package com.baidu.swan.apps.scheme.actions.f;
3 public class a extends aa {

4 public a (e context) {

5 super "'/swanAPI/getLocation") ;
6 }

7

8 @override

9  public boolean a (Context c, Scheme s, CallbackHandler cb,

11 }
12 }

15 package com.baidu.swan.apps.impl.account.a;
16 public class f extends aa {

17 public £ (e context) {

18 super , "/swanAPT )i
19 }

21 @Override

22 public boolean a (Context c, Scheme s, CallbackHandler cb,

24 }

Swanapp a) {

Swanapp a) {




T2) Exploiting Hidden /Privileged APls

Script Framework La; Customized V8 Layer
WeixinJSBridge = function(global) {

1 1
2 var NativeGlobal = global.NativeGlobal; 2 int icbrush: :Bindi i b: i Object *al, v8::Isolate *a2){
3 var globalCount = 3 /* Code Omitted */
4 4
5  function invokeMethod (apiName, params, callbackHandler) 5 vi3 = 0;
6 params = WeixinNativeBuffer.pack (params) ; 6 v7 = (v8::Value *)mm::JSGet<v8::Local<v8::Value>>(al, v6, "NativeGlobal", &v12);
7 var filteredParams = paramFilter (params || {}), 7 if ( 1v7 || (v9 = (int)v7, !v8::Value::IsObject(v7)) )
8 callbackId = ++globalCount; 8 v9 = v8::0bject: :New(al, v8);
9 11 [callbackId] = callbackHandler, 9 v13 = v9;
10 a(apiName, params, :allbackld) { 10
11 1lbackId = bal idler (apiName, params, S~ 11
12 allbackId) =
13 xnvokacallbackﬂandlar (callbackid, callbackHandler) _
14 } (apiName, filteredParams, callbackId)
15
16  return this;
17_) (global) ; 2) ;
m::Jsset<v8 Locakva;;obj&cc»(a:, *a3, "NativeGlobal", v13);
1 jon| Daye: 19 return v’
2 package com.tencent.magicbrush; 20 }
3 public abstract class MBRuntime {
4 String dler (String apiName, String apiParam, int id) { 22 [int magicbrush::nati 1::i Isolate *al, DWORD *a2)]{
5 if (this.nativeHandler 23 /
6 try { S 24 |
7 return this . £ iPazam, id); _ _ _ 25 mm: : JSConvert<std: :string, voi ixamVB(api. hame, al, v6);
8 } catch (Throwable e) { T~ 26
9 L i ( , e, "crash when invoke jsapi!"); | ~ 127
10 throw e; 28
11 } 29N api_name,
12 } 30 api_param,
13 Loggez ezzor( 'MBRuntime", "no native invoke handler"); 31 callback_id
14 retu: 32 )
15 } 33
16 }




(T2) Exploiting Hidden/Privileged APIs [

Super Apps

Public APIs

Static API Recognition (§ 5.1)

Decompiler

(1) Automatic
Invariants
Extraction

(11) Undocumented
API Recognition

Dynamic API Classification (§ 5.2)

(1) Test Case
Generation

(11) Forward Slicing for API
Invocation Identification

(111) Dynamic API Probing for
API Category Classification

7’@"" - @ @ :Q
Testing JavaScript  porward | Testing et o
H Testing Cases orwar | avascript
] Generator_J Cases R slicing = Probing Runtime
i T — T

Results




T2) Exploiting Hidden /Privileged APls
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(T3) Exploiting Identity Confusion Vulnerability |

idE Ee 88 Weh

Attacker  WeChat WeChat Sub-app Sub-app

Server Server . g ntime Server
0Ob. Initiate runtime
0a. Click @\ with appid Worker
1 deeplink
1 petth, url f 1a. Download
(appid, path, url) 1b. Request for sub-app

loading url from market

lc. Send uri to check

=
Identity@l‘
Flaw 1

1d. Permitted [ webview |

2a. Load
! content 2b. Request for
capability
2c. Negotiate capability Flaw 2 ﬁ
3a. Invoke privileged | 2d. Response
runtlm: APL (capability)

Source: https://www.usenix.org/system/files/sec22-zhang-1lei.pdf


https://www.usenix.org/system/files/sec22-zhang-lei.pdf

(T4) Cross Miniapp Request Forgery (CMRF) |

Vetted

Payment
Miniapp

Xpay_fail

Shopping
Miniapp

Not Vetted

pay_success

Attack
Miniapp

Sender Miniapp

WA-TIND

SA-TAND



(T4) Cross Miniapp Request Forgery (CMRF)

WECHAT

Category No Use Checked Vulnerable

# app %total # app % # app %
Business 131,078 5 81 807 923 91.93
E-learning 10,271 0.4 4 519 73 94.81
Education 240,077 9.34 184 372 4,756 96.28
Entertainment 29,442 1.14 140 33.02 284 66.98
Finance 3,509 0.14 6 6.67 84 9333
Food 114,675 4.46 332 8.07 3,780 91.93
Games 88,056 3.42 10 2.09 469 97.91
Government 31,432 1.22 33 9.02 333 90.98
Health 27,716 1.08 37 544 643 94.56
Job 21,773 0.85 16 7.02 212 92.98
Lifestyle 394,493  15.34 269 423 6,092 9577
Photo 9,039 0.35 3 441 65 95.59
Shopping 989,498  38.48 743 256 28,304 97.44
Social 20,671 0.8 6 299 195 97.01
Sports 15,980 0.62 69 2248 238 77.52
Tool 261,467 10.17 122 372 3,161 96.28
Traffic 35,412 1.38 53 928 518 90.72
Travelling 10,524 0.41 5 362 133 96.38
Uncategorized 83,983 3.27 0 0.0 18 100.0
Total 2,519,096  97.96 2,113  4.03 [ 50,281 95.97

Bamu

Category No Use Checked Vulnerable

# app %total # app % # app %
Automobile 356 0.24 0 0.0 2 100.0
Business 5,201 3.5 0 0.0 113 100.0
Charity 2 0.0 0 0 0 0
E-commerce 96 0.06 0 0 0 0
Education 1,378 0.93 0 0.0 3 100.0
Efficiency 10,852 7.31 0 0.0 1 100.0
Entertainment 195 0.13 1 1111 8 88.89
Finance 45 0.03 0 0.0 2 100.0
Food 123 0.08 0 0 0 0
Government 282 0.19 0 0.0 5 100.0
Health 2 0.0 0 0 0 0
Information 1,736 117 0 0.0 6 100.0
IT tech 113 0.08 0 0 0 0
Lifestyle 1,818 1.22 0 0 0 0
Medical 97 0.07 0 0 0 0
News 4 0.0 0 0 0 0
Post service 163 0.11 0 0 0 0
Real estate 1,510 1.02 0 0 0 0
Shopping 116,093 78.17 0 0.0 327 100.0
Social 205 0.14 0 0 0 0
Sports 145 0.1 0 0 0 0
Tool 46 0.03 0 0 0 0
Traffic 226 0.15 0 0.0 1 100.0
Travelling 1,473 0.99 0 0 0 0
Uncategorized 5,857 3.94 0 0.0 25 100.0
Total 148,018  99.67 1 0.2 493 99.8




(T5) Exploiting Key Leakage from Miniapps [

Attack Procedure [rutors | |G| [ e | ooy
» (1) Obtaining Attacker’'s Encryption J J
Key (EK) Detmmrs
» Obtain leaked Master Key (MK) o |
» Query for EK with the MK wm(l.wml —
» (I1) Sensitive Data Retrieval and/or -
Manipulation
» Capture encrypted data s —t
» Decrypt with MK :
» Data manipulation e —
» Re-encrypt and send to back-end —




T5) Key Leakage from Miniapps

Request (1) Request

GET /checkSigna® 5
/checksigna import requests
MR=" T

397"

signature=82423£46449469a8a5c3983
1 6199

480648encrypt_type=login&nonce=22
R800081 ALT= ———
43FpdSal £c2XAOR: YHa1DxT23 wpdm !
ACEYPE Rb=IT08~ |~ ~
i

appid="wx1bb769d037cd1204"
u

ession?appid="+appid+"&secre

Encryption Key (EK)

43FpdGalfczXAOHiYHalDxTZj4FpdGh"
request.get ("https://api.weixin.qq.com/sns/jscode2s

+MK+" &35 _cods

L’l‘)l

Response (3]

“session, key”‘tasah7z H
“openid” : “ozF5LSKENCIVOIWxpTbzShtOowhw" ,/
"unionid" : "oirIdlbDzwgsbPhITe3VEuWPaPRA}

}

(I) Obtaining Attacker’s

Request.
POST /sbkmi api/mini/ Id HTTR/1.1
Host: icecaf €1 1.cn

I

£3d316641 3567176eb",
iv": "T£252X5ymgXICqPQBEs 603

~» encryptedData

1d":"£3d316641
"0qoILI01ZHPYCMSPRNCYX:

3567176eb",

=
58 encryptedpat
28 1P
£33 thc/]%Rcov;wizaaaii‘Bth/q_DFvE:E55+/JgULJLCOIJH
s 2 ¥
Z 2
o 3
£
£5 )
eques:

== .
5 = POST /sbks i/api/mini/; Td HTTR/1.1
2 :% Hose: 1.cn
=%
=3

4

«

{ “phoneNumber”:“137+#++7089",

"purePhoneNumber" : "137***+7089" ,
86",

o a7g

{"timestamp":1619948088,
"appid" : "wx1bb769d037cd1204" } }

i
1

“phoneNumber” : “189#***3630" ,
"purePhoneNumber" : "189%+**3630" ,

3751y odIFdbi 4WyhE

86",

"watermark" :

{"timestamp":1619948088,
"appid" : "wx1bb769d037cd1204" } }




T6) Missing Signature Verification |

Host app Host app

Miniapp Miniapp plugin Miniapp Miniapp plugin

Frontend

‘ Backend ‘

‘ Attacker ‘ ‘ Frontend

=

[ | [ ]| [ s | [ romwns |

myPluginint

paymentSolving.pay(1)

© Reply “Payment successfull” —> “Payment failed!”

Y y i
4 i T T O Reply faymem successful” 4 y - ‘




Tencent's Security Hall of Fame

Rank Nickname Link Reputation Credits
9 ° djurado Experienced ... 13
“ Sergey Bobrov https://twitter.com/Black2Fan Proficient 46
9 . 0SU SecLab https://seclab.engineering.osu.edu/ Proficient 46
4 e kazan71p Proficient 43
5 . xCHCQg Proficient 36
6 o shiyo https://sh1yo.art Proficient 32
7 o NamHB Proficient 31

https://en.security.tencent.com/index.php/thanks


https://en.security.tencent.com/index.php/thanks

Malware Taxonomy Based on Payloads

( Malware (Payload) )

A
v v Y

Information Gathering ) Financial Charge Malware ) Grayware )

Information Collection via Tricking
the Users

Financial Charge via Fraud ) Reciprocal promotion )

. . . . Financial Charge via Phishing
Infe tion Collect Coll i
nformation Collection via Co ust . Gambing




T7: Information Gathering

Information Gathering via Tricking the Users [opr]
Date of Brith Phone Number Blood types
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T7: Information Gathering

Information Gathering via Collusion [opr]

wee | (IEE %)

FNEMUMF
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T8: Financial Charge Malware

Financial Charge via Fraud [opr]

Fake Red Packet Online Earning
s =T —_ - © p—
TARE? MM 201 7% 8 R M

iﬁlﬁ a

WHEETR

Q=m0 @wwrs  Qwnm

PIMSENCHET, BREFIIGET

V18 ik

E ENBRRRINE

EORMTTE, GEABGH

LML ? A

LI ? A,
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T8: Financial Charge Malware

Financial Charge via Phishing Malware

Enter Payment Password Enter Payment Password

Amazon Amazon

¥390.00

1 2 3 1 2 3
4 5 6 4 5 6
7 8 9 7 8 9
0 a 0 a
(a) Authentic wallet UI (b) Bogus wallet UI

Mobile wallet Ul confusion [LXX"20]



T9: Grayware

Gambling [opr]
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Code Vetting

ae @

De_l\_/elsper /X
IDE preview \_es]er_i _ -

A~

| Srencoing. | ™= tangement | == (_Uloasine_| | ‘oo verson | [T5]
o '
| | A

N
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Vetting Bypassing Malware

C Malware (Vetting Bypass)

X

v v Y
Fake Reporting Malware
Code Vetting Bypass ) Content Vetting Bypass ) C P! s )

Bypassing Vetting via a High-level Concealing Content through Remote
Interpreter Servers

Bypassing vetting via a low-level Concealing Content through Local
Virtual Machine Environment




T10: Code Vetting Bypassing Malware

Bypassing Vetting via Interpretesr [CN]

= README.md

mini-hot ¢

i iEE: ZARERNFRECHRXNESEAZA, BRER!
Demo T#

APl ¢

createRemotePage - EANEIEENE; »

( sviten(
/1 somepage.ts fiu}
inport { createRemotePage } from ‘@mini-hot/taro’

export default createRemotePage(() => import('./SomePage'))

createRemoteApp - V2R SPA {LEIZIZME »

nod. zig Y
node. left value + Hous. right value = 2;

/1 SPA.ts flul
import { createRemoteApp } from '@mini-hot/taro’

Code Executor



T11: Content Vetting Bypassing Malware [

RBEAELLER

RISRIEER
RN A A BRI T o ban e
i&ﬁl/r;\\i 20210319 1345:39 IRRYINER “IGSITHEER RIBEHEBTSER
BTIEE: V103 1R5zBd1E): 2021-03-20 22:29:27
R 20210320 164418 RARRA: V1.03
Filig HE ]SS TR SRS NS R iZETE: 2021-03-21 00:06:59 var tim =
mp.weixin.qq.com& &

var t= util.fulltime(new Date());

L th
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T12: Reporting Bypassing Malware
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T12: Reporting Bypassing Malware
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The World of Mobile Super Apps (“One App with Multiple Services™)




Security Threats

Threats from Vulnerability Exploitation Threats from Malware Attacks
@ Vulnerabilities in Host Apps @ API Misuse/Abuse (Payload)
(T1) Platform Discrepancies [WZL23a] (T7) Collecting User Privacy

(T2) Privileged APIs [WZL23b] (T8) Service Abusing
(T3) lIdentity Confusion [ZZL"22] (T9) Grayware
@ Vulnerabilities in Miniapps @ Bypassing Vetting
(T4) Cross Miniapp Request Forgery [YZL22] (T10) Code Vetting Bypassing
(T5) AppSecret Key Leakage [ZYL23] (T11) Content Vetting Bypassing

(T6) Missing Signature Verification [ZZ\W23] (T12) Reporting Bypassing



Other Open Problems

Vulnerability Identification

» Memory vulnerabilities (e.g.,
JavaScript engines, native layers)

» Logic vulnerabilities in both host apps
(e.g., permission mgmt) and miniapps

Malware Analysis
» Semantic-aware miniapp vetting

» Developing static, dynamic, or
symbolic analysis tools for miniapp
malware analysis

Security/Privacy Compliance Analysis

» Various regulations/laws in
privacy-rich platform

» Tools for compliance checks, and even
supply chain analysis

Security Mechanism Standardization

» Super app implementation variations
can cause security risks.

» Standardizing the interface/APIs for
these platforms.
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