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The Birth of “Miniapps”

A cross-platform (Android/iOS)
solution

A product that “meets all user
needs”

Merges convenience in both PC
webpage and mobile QR code
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The case of WeChat

Miniapps are extending WeChat

WeChat provides a single unified
environment for miniapps

All miniapps are centralized under
WeChat platform

More than four million miniapps
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What is WeChat?

”It’s sort of like Twitter, plus PayPal, plus
a whole bunch of things all rolled into one,
with a great interface.”

— Elon Musk
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Case study: PinDuoDuo (Shopping Miniapp)

Chinese shopping app

600M+ monthly user

Mkt cap $200B
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Resources: platform-managed user data

User Data APIs Description
userInfo wx.getUserInfo User information
userLocation wx.getLocation Geographic location
userFuzzyLocation wx.getFuzzyLocation Fuzzy location
userLocationBackground wx.startLocationUpdateBackground Location in background
address wx.chooseAddress Postal address
invoiceTitle wx.chooseInvoiceTitle Invoice title
invoice wx.chooseInvoice Gets invoice
werun wx.getWeRunData WeRun step counts
record wx.startRecord Recording feature
writePhotosAlbum wx.saveImageToPhotosAlbum Saves to album
writePhotosAlbum wx.saveVideoToPhotosAlbum Saves to album
camera camera Component Camera
addPhoneContact wx.addPhoneContact Add to contact
addPhoneCalendar wx.addPhoneRepeatCalendar Add to calendar
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Monetization: traffic-based advertisements (texts are translated)
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Content Vetting Evasion

state == 0: A “Tool” Miniapp providing game tutorial

state == 1: A camouflaged gaming miniapp supporting fraudulous payment

Webview points to URL controlled fully by malicious developers
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Code Vetting Evasion: Libs supporting hot-update banned in 2022
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Code Vetting Evasion: Developing their own hot-update code

Implements APIs to evaluate node
value

Resembles relevant code in hot update
libs



Introduction Understanding the Ecosystem Catching the Mouse Collecting Miniapp Malware Discussion
20/29

Defining the maliciousness signatures

Assumption: malware must pass the vetting to cause effect

The “Evasive signature” check:

Code-based evasion: signatures of “hot-update” libraries
Content-based evasion: webview in conditional rendering (wx:if)

The “Platform removal” check:

Delisted miniapps are highly likely to violate regulation
Finding delisted miniapps helps to certify “evasive signature” check
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A three year collection process

Documentation
Analysis

Malware
Identification

Dissection and
Characterization

Mar May Dec
20232022

First Collection

2021
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Second Collection

DecJun
2020

DecMar Dec
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A three year collection process

Documentation
Analysis

Malware
Identification

Dissection and
Characterization

Mar May Dec
20232022

First Collection

2021

1st 2nd

Jun

Second Collection

DecJun
2020

DecMar Dec

4,595,680 in total

360,467 removed

19,905 identified
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Categorial Distribution
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Longitudinal Distribution
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Malware Lifecycle

Miniapp Malware

Propagation Activation

(A1) On Start-up

Payload 

Sensitive Info Collection(I1) Miniapp Store

(I3) Cross-miniapp Redirection

(I2) Social Network (A2) User Initiated Interaction

(A3) Remote Controlled

Monetized Traffic Cheating

(P1) Scope Bypassing

(P2) Stealth Collection

(P3) Colluded Collection

(P4) Rogue Malware (P5) Incentivized Sharing

(P6)  Advertisement Overload

Malicious Service Propagation
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Malware Payloads
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Privacy Collection Going Stealth
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Data Acquisition Being Sensitive
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Miniapp Malware vs Traditional Malware

Miniapp capabilities are more
restricted

Miniapps rely on social networks

Victims can be the super apps
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Dataset Release

0“Understanding Miniapp Malware: Identification, Dissection, and Characterization” Yuqing
Yang, Yue Zhang, and Zhiqiang Lin. In NDSS 2025
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